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Question 1
Question Type: MultipleChoice

Which of the following statements about VLAN are NOT true?(the number of correct

answers: 3)

Score 1

Options: 
A- users in different VLAN can connect each other directly without pre-configuration

B- different VLAN means different physical location of switches

C- VLAN configuration can be done through an TCP/IP router device

D- VlAN can enhance the network security and data isolation

Answer: 
A, B, C

Question 2



Question Type: MultipleChoice

You just physically attached one new disk to a Linux server. Before you can write data into

that disk with shell command, which of the following steps you have to finish? (the number

of correct answers: 4)

Score 1

Options: 
A- Make Partitions

B- Raw Format

C- Format

D- Mount

E- Create Filesystem

Answer: 
A, C, D, E



Question 3
Question Type: MultipleChoice

Which of following attacks could serve as a CC attack? (the number of correct answers: 3)

Score 1

Options: 
A- SYN flood

B- ICMP flood

C- One host simulate many IP addresses

D- Attack through agent

E- Zombie network

Answer: 
C, D, E

Question 4



Question Type: MultipleChoice

What modes Alibaba Cloud WAF will provide to defend SQL injection? (the number of

correct answers: 2)

Score 1

Options: 
A- Normal Mode

B- Protection Mode

C- Warning Mode

D- Restriction Mode

Answer: 
B, C

Question 5
Question Type: MultipleChoice



The Alibaba Cloud WAF protection strategy provides the following: (the number of correct

answers: 3)

Score 1

Options: 
A- Loose

B- Strict

C- Normal

D- Regular

E- Early Warning

Answer: 
A, B, C

Question 6
Question Type: MultipleChoice



Which of the following service may under anti-DDOS attack?(the number of correct answers:

3)

Score 1

Options: 
A- servers in VPC only configured with private network

B- any device internet reachable

C- government website

D- public DNS service

E- offline servers

Answer: 
B, C, D

Question 7
Question Type: MultipleChoice



Anti-DDOS basic is provided by Alibaba Cloud for free. Which of the following statements

about this service are NOT true? (the number of correct answers: 2)

Score 1

Options: 
A- basic anti-DDOS service can detect attack traffic and migrate them automatically

B- basic anti-DDOS service can protect any server connect to internet

C- no protection upper limit to the rate of attack traffic

D- CC attack protection need to be turned on manually

Answer: 
A, C

Question 8
Question Type: MultipleChoice



For internet communication, to setup the connection and data transition between source

and destination, which of the following information you will need (the number of correct

answers: 3)

Score 1

Options: 
A- IP address

B- Port

C- Encryption algorism

D- Protocol

E- Router Location

Answer: 
A, D
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