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Question 1

Question Type: MultipleChoice

Which version of WAF will provide advisor customized protection rule?

Score 2

Options:

A- Advanced Version
B- Enterprise Version
C- Ultimate Version

D- Standard Version

Answer:

B

Question 2

Question Type: MultipleChoice




What is the correct action sequence of WAF protection strategy: (1) CC detection (2) Web
application attack detection (3) Access control

Score 2

Options:

A- 213
B-312
C-132
D- 231

Answer:

Question 3

Question Type: MultipleChoice




Please list the correct order of the following 4 steps to enable a WAF service : (1) upload
HTTPS CA and private key(HTTPS website only) (2) add the domain name that needs to be
protected (3) select the original IP address (4) add CNAME DNS record

Score 2

Options:

A- 2314
B- 2341
C- 2431
D- 2413

Answer:

B

Question 4

Question Type: MultipleChoice




In Linux OS, if you want to set a file access privilege to read, write, and execute for the
owner only, what octal number will reflect such settings correctly?

Score 2

Options:

A- 755
B- 700
C-777
D- 766

Answer:

Question 5

Question Type: MultipleChoice




Which protocol is a 'data link' layer protocol in ISO/OSI 7 layer network model?

Score 2

Options:

A- ICMP
B- ARP
C-FTP
D- UDP

Answer:

B

Question 6

Question Type: MultipleChoice

Which Internet protocol is used to implement Linux shell command 'ping'?

Score 2



Options:

A- ICMP
B- UDP
C- PING
D-TCP

Answer:

A

Question 7

Question Type: MultipleChoice

Which service in RedHat Linux OS can be used to build network firewall functionality?

Score 2

Options:




A- iptables
B- ipfirewall
C- linuxfw

D- netstat

Answer:

A

Question 8

Question Type: MultipleChoice

In Linux OS, if access control to a file is shown as '-rwxrw-r--' in shell command, which of the
following statements are true?

Score 2

Options:




A- This file is a text file
B- The access privilege of this user group is read only
C- The owner of this file has read/write/execution privilege to this file

D- Other users (outside of this user group) can execute this file

Answer:

C

Question 9

Question Type: MultipleChoice

Which of the following statements is NOT true about daily operation on server account

andpassword maintenance?

Options:

A- change'Administrator' to some other name

B- with'Server Guard protection In Allbaba Cloud,you can set password to some easy to



remember words.

C- except for some necessary accounts for system manogement,.dlsoble or delete other
seldomly used accounts

D- always set a complexed passwcwd using combination of numbers,letters and other
characters

Answer:

B

Question 10

Question Type: MultipleChoice

Which of the following statements about ‘webshell' detection feature of WAF is NOT true?

Options:

A- It will totally block any file to be able to upload to the web server

B- cache will be enabled only after you turn on the protection switch



C- there is a switch need to be turned on first

D- If you changed some page content, you can use 'cache update' button to manually update the cache

Answer:

A
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