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Question 1
Question Type: MultipleChoice

A company hosts a web application on Amazon EC2 instances behind an Application Load Balancer (ALB). The ALB is the origin in an

Amazon CloudFront distribution. The company wants to implement a custom authentication system that will provide a token for its

authenticated customers.

The web application must ensure that the GET/POST requests come from authenticated customers before it delivers the content. A

network engineer must design a solution that gives the web application the ability to identify authorized customers.

What is the MOST operationally efficient solution that meets these requirements?

Options: 
A- Use the ALB to inspect the authorized token inside the GET/POST request payload. Use an AWS Lambda function to insert a

customized header to inform the web application of an authenticated customer request.

B- Integrate AWS WAF with the ALB to inspect the authorized token inside the GET/POST request payload. Configure the ALB listener

to insert a customized header to inform the web application of an authenticated customer request.

C- Use an AWS Lambda@Edge function to inspect the authorized token inside the GET/POST request payload. Use the

Lambda@Edge function also to insert a customized header to inform the web application of an authenticated customer request.

D- Set up an EC2 instance that has a third-party packet inspection tool to inspect the authorized token inside the GET/POST request

payload. Configure the tool to insert a customized header to inform the web application of an authenticated customer request.



Answer: 
C

Question 2
Question Type: MultipleChoice

An IoT company sells hardware sensor modules that periodically send out temperature, humidity, pressure, and location data through

the MQTT messaging protocol. The hardware sensor modules send this data to the company's on-premises MQTT brokers that run on

Linux servers behind a load balancer. The hardware sensor modules have been hardcoded with public IP addresses to reach the

brokers.

The company is growing and is acquiring customers across the world. The existing solution can no longer scale and is introducing

additional latency because of the company's global presence. As a result, the company decides to migrate its entire infrastructure from

on premises to the AWS Cloud. The company needs to migrate without reconfiguring the hardware sensor modules that are already

deployed across the world. The solution also must minimize latency.

The company migrates the MQTT brokers to run on Amazon EC2 instances.

What should the company do next to meet these requirements?



Options: 
A- Place the EC2 instances behind a Network Load Balancer (NLB). Configure TCP listeners. Use Bring Your Own IP (BYOIP) from the

on-premises network with the NLB.

B- Place the EC2 instances behind a Network Load Balancer (NLB). Configure TCP listeners. Create an AWS Global Accelerator

accelerator in front of the NLUse Bring Your Own IP (BYOIP) from the on-premises network with Global Accelerator.

C- Place the EC2 instances behind an Application Load Balancer (ALB). Configure TCP listeners. Create an AWS Global Accelerator

accelerator in front of the ALB. Use Bring Your Own IP (BYOIP) from the on-premises network with Global Accelerator

D- Place the EC2 instances behind an Amazon CloudFront distribution. Use Bring Your Own IP (BYOIP) from the on-premises network

with CloudFront.

Answer: 
B

Question 3
Question Type: MultipleChoice

A company has deployed a web application on AWS. The web application uses an Application Load Balancer (ALB) across multiple

Availability Zones. The targets of the ALB are AWS Lambda functions. The web application also uses Amazon CloudWatch metrics for

monitoring.



Users report that parts of the web application are not loading properly. A network engineer needs to troubleshoot the problem. The

network engineer enables access logging for the ALB.

What should the network engineer do next to determine which errors the ALB is receiving?

Options: 
A- Send the logs to Amazon CloudWatch Logs. Review the ALB logs in CloudWatch Insights to determine which error messages the

ALB is receiving.

B- Configure the Amazon S3 bucket destination. Use Amazon Athena to determine which error messages the ALB is receiving.

C- Configure the Amazon S3 bucket destination. After Amazon CloudWatch Logs pulls the ALB logs from the S3 bucket automatically,

review the logs in CloudWatch Logs to determine which error messages the ALB is receiving.

D- Send the logs to Amazon CloudWatch Logs. Use the Amazon Athena CloudWatch Connector to determine which error messages the

ALB is receiving.

Answer: 
B

Explanation: 
Access logs is an optional feature of Elastic Load Balancing that is disabled by default. After you enable access logs for your load

balancer, Elastic Load Balancing captures the logs and stores them in the Amazon S3 bucket that you specify as compressed files. You

https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-access-logs.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-access-logs.html


can disable access logs at any time. https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-access-logs.html

Question 4
Question Type: MultipleChoice

A company is planning to use Amazon S3 to archive financial dat

a. The data is currently stored in an on-premises data center. The company uses AWS Direct Connect with a Direct Connect gateway

and a transit gateway to connect to the on-premises data center. The data cannot be transported over the public internet and must be

encrypted in transit.

Which solution will meet these requirements?

Options: 
A- Create a Direct Connect public VIF. Set up an IPsec VPN connection over the public VIF to access Amazon S3. Use HTTPS for

communication.

B- Create an IPsec VPN connection over the transit VIF. Create a VPC and attach the VPC to the transit gateway. In the VPC, provision

an interface VPC endpoint for Amazon S3. Use HTTPS for communication.

C- Create a VPC and attach the VPC to the transit gateway. In the VPC, provision an interface VPC endpoint for Amazon S3. Use

https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-access-logs.html


HTTPS for communication.

D- Create a Direct Connect public VIF. Set up an IPsec VPN connection over the public VIF to the transit gateway. Create an attachment

for Amazon S3. Use HTTPS for communication.

Answer: 
B

Explanation: 
https://docs.aws.amazon.com/vpn/latest/s2svpn/private-ip-dx.html

An IPsec VPN connection over the transit VIF can encrypt traffic between the on-premises network and AWS without using public IP

addresses or the internet2. A VPC endpoint for Amazon S3 can enable private access to S3 buckets within the same region. HTTPS can

provide additional encryption for communication.

Question 5
Question Type: MultipleChoice

A company is using Amazon Route 53 Resolver DNS Firewall in a VPC to block all domains except domains that are on an approved

list. The company is concerned that if DNS Firewall is unresponsive, resources in the VPC might be affected if the network cannot

https://docs.aws.amazon.com/vpn/latest/s2svpn/private-ip-dx.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/private-ip-dx.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/private-ip-dx.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/private-ip-dx.html


resolve any DNS queries. To maintain application service level agreements, the company needs DNS queries to continue to resolve

even if Route 53 Resolver does not receive a response from DNS Firewall.

Which change should a network engineer implement to meet these requirements?

Options: 
A- Update the DNS Firewall VPC configuration to disable fail open for the VPC.

B- Update the DNS Firewall VPC configuration to enable fail open for the VPC.

C- Create a new DHCP options set with parameter dns_firewall_fail_open=false. Associate the new DHCP options set with the VPC.

D- Create a new DHCP options set with parameter dns_firewall_fail_open=true. Associate the new DHCP options set with the VPC.

Answer: 
B

Question 6
Question Type: MultipleChoice



A company hosts an application on Amazon EC2 instances behind an Application Load Balancer (ALB). The company recently

experienced a network security breach. A network engineer must collect and analyze logs that include the client IP address, target IP

address, target port, and user agent of each user that accesses the application.

What is the MOST operationally efficient solution that meets these requirements?

Options: 
A- Configure the ALB to store logs in an Amazon S3 bucket. Download the files from Amazon S3, and use a spreadsheet application to

analyze the logs.

B- Configure the ALB to push logs to Amazon Kinesis Data Streams. Use Amazon Kinesis Data Analytics to analyze the logs.

C- Configure Amazon Kinesis Data Streams to stream data from the ALB to Amazon OpenSearch Service (Amazon Elasticsearch

Service). Use search operations in Amazon OpenSearch Service (Amazon Elasticsearch Service) to analyze the data.

D- Configure the ALB to store logs in an Amazon S3 bucket. Use Amazon Athena to analyze the logs in Amazon S3.

Answer: 
D

Explanation: 
The most operationally efficient solution to collect and analyze logs that include the client IP address, target IP address, target port, and

user agent of each user that accesses the application would be to configure the ALB to store logs in an Amazon S3 bucket and use



Amazon Athena to analyze the logs in Amazon S3 (Option D). This solution allows for quick and easy analysis of log data without

requiring manual download or manipulation of log files.

Question 7
Question Type: MultipleChoice

An Australian ecommerce company hosts all of its services in the AWS Cloud and wants to expand its customer base to the United

States (US). The company is targeting the western US for the expansion.

The company's existing AWS architecture consists of four AWS accounts with multiple VPCs deployed in the ap-southeast-2 Region. All

VPCs are attached to a transit gateway in ap-southeast-2. There are dedicated VPCs for each application service. The company also

has VPCs for centralized security features such as proxies, firewalls, and logging.

The company plans to duplicate the infrastructure from ap-southeast-2 to the us-west-1 Region. A network engineer must establish

connectivity between the various applications in the two Regions. The solution must maximize bandwidth, minimize latency and minimize

operational overhead.

Which solution will meet these requirements?

Options: 



A- Create VPN attachments between the two transit gateways. Configure the VPN attachments to use BGP routing between the two

transit gateways.

B- Peer the transit gateways in each Region. Configure routing between the two transit gateways for each Region's IP addresses.

C- Create a VPN server in a VPC in each Region. Update the routing to point to the VPN servers for the IP addresses in alternate

Regions.

D- Attach the VPCs in us-west-1 to the transit gateway in ap-southeast-2.

Answer: 
B

Explanation: 
Peering the transit gateways in each region would establish a private network connection between the two regions, allowing the

company to route traffic between the VPCs in different regions without going over the public internet. This would help minimize latency

and maximize bandwidth while reducing the operational overhead of managing multiple VPN connections.
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