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Question 1

Question Type: MultipleChoice

Which standard deals with the implementation of business continuity?

Options:

A-ISO/IEC 27001
B- COBIT
C-1S0223G1.

D- BS5750.

Answer:

C

Explanation:

The standard that deals specifically with the implementation of business continuity is ISO 22301, which is internationally recognized. It
outlines the requirements for a business continuity management system (BCMS), which provides a framework for organizations to
update, control, and deploy an effective BCMS that helps them to be prepared and respond effectively to disruptions. ISO/IEC 27001 is



related to information security management systems (ISMS) and while it includes aspects of business continuity, it is not solely focused
on it. COBIT is a framework for developing, implementing, monitoring, and improving IT governance and management practices, and
BS5750 is a standard for quality management systems, now superseded by ISO 9000 series.

Question 2

Question Type: MultipleChoice

Which of the following international standards deals with the retention of records?

Options:

A- PCI DSS.
B- RFC1918.
C-1S015489.
D- ISO/IEC 27002.

Answer:

C



Explanation:

which appears to be a typographical error for ISO 15489. ISO 15489 is the international standard that deals with the management of
records, including their retention. It provides a framework for creating, capturing, and managing records of any format or structure, in all
types of business and technological environments, over time.This standard emphasizes the importance of records management for
organizational efficiency and accountability, and it outlines the principles and practices to ensure that records are properly maintained
and retained according to legal, regulatory, and operational requirements12.

ISO 15489-1:2016 Information and documentation --- Records management --- Part 1. Concepts and principlesl.

ISO committee website for ISO 15489 Records management2.

Question 3

Question Type: MultipleChoice

Which security framework impacts on organisations that accept credit cards, process credit card transactions, store relevant data or
transmit credit card data?

Options:
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A- PCI DSS.
B- TOGAF.
C- ENISA NIS.

D- Sarbanes-Oxiey

Answer:

Explanation:

The Payment Card Industry Data Security Standard (PCI DSS) is a security framework that impacts organizations involved with credit
card transactions. It sets the requirements for ensuring the security of cardholder data, which is crucial for businesses that accept credit
cards, process credit card transactions, store cardholder data, or transmit it. PClI DSS compliance is mandatory for these entities to help
prevent credit card fraud, hacking, and various other security vulnerabilities. The standard requires organizations to maintain a secure
network, protect cardholder data, manage vulnerabilities, implement strong access control measures, regularly monitor and test
networks, and maintain an information security policy.

Question 4

Question Type: MultipleChoice




Which standards framework offers a set of IT Service Management best practices to assist organisations in aligning IT service delivery
with business goals - including security goals?

Options:

A-ITIL.

B- SABSA.
C- COBIT

D- ISAGA.

Answer:

Explanation:

ITIL (Information Technology Infrastructure Library) is a widely recognized framework that offers a comprehensive set of best practices
for IT Service Management (ITSM). It assists organizations in aligning IT services with business goals, including security objectives. ITIL
provides guidance on the entire service lifecycle, from service strategy and design to service transition, operation, and continual service
improvement. By following ITIL's structured approach, organizations can enhance the quality of IT services, manage risk effectively,
improve customer satisfaction, and ensure that IT and business strategies are in sync.



Question 5

Question Type: MultipleChoice

Which membership based organisation produces international standards, which cover good practice for information assurance?

Options:

A- BSI.

B- IETF.

C- OWASP.
D- ISF.

Answer:

A

Explanation:




The British Standards Institution (BSI) is known for producing standards that cover good practices in various domains, including
information assurance. BSI is the UK's national standards body and a founding member of the International Organization for
Standardization (ISO). It contributes to the development of international standards through ISO, which provides frameworks and best
practices for information security management systems (ISMS), such as the ISO/IEC 27000 series. These standards are designed to

help organizations manage the security of assets such as financial information, intellectual property, employee details, and information
entrusted by third parties.

Question 6

Question Type: MultipleChoice

Which of the following is NOT considered to be a form of computer misuse?

Options:

A- lllegal retention of personal data.
B- lllegal interception of information.
C- lllegal access to computer systems.

D- Downloading of pirated software.



Answer:

A

Explanation:

The term ‘computer misuse' typically refers to activities that are illegal or unauthorized and involve a computer system. This includes
illegal interception of information, illegal access to computer systems, and downloading of pirated software, as these actions are
unauthorized and often involve breaching security measures. However, the illegal retention of personal data, while a serious privacy
concern and potentially a legal issue, is not typically classified under the scope of ‘computer misuse'. Instead, it falls under data
protection and privacy regulations, which deal with the proper handling and storage of personal information.

Question 7

Question Type: MultipleChoice

Which of the following statements relating to digital signatures is TRUE?

Options:




A- Digital signatures are rarely legally enforceable even if the signers know they are signing a legal document.
B- Digital signatures are valid and enforceable in law in most countries in the world.
C- Digital signatures are legal unless there is a statutory requirement that predates the digital age.

D- A digital signature that uses a signer's private key is illegal.

Answer:

Explanation:

Digital signatures are a form of electronic signature that uses cryptographic techniques to provide secure and verifiable means of signing
electronic documents. They are widely recognized and accepted as legally binding in many jurisdictions around the world. The
enforceability of digital signatures is backed by various laws and regulations that recognize electronic signatures as equivalent to
handwritten signatures, provided they meet certain criteria for authenticity and integrity.For instance, in the United States, the ESIGN Act
establishes the legal validity of electronic signatures, including digital signaturesl.Similarly, the eIDAS regulation in the European Union
provides a legal framework for electronic signatures and trust services, including digital signatures2.
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