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Question 1
Question Type: MultipleChoice

After a hacker obtained a shell on a Linux box, the hacker then sends the exfiltrated data via Domain Name System (DNS). This is an

example of which type of data exfiltration?

Options: 
A- Covert channels

B- File sharing services

C- Steganography

D- Rogue service

Answer: 
A

Question 2
Question Type: MultipleChoice



Which of the following methods are used by attackers to find new ransomware victims? (Choose two.)

Options: 
A- Web crawling

B- Distributed denial of service (DDoS) attack

C- Password guessing

D- Phishing

E- Brute force attack

Answer: 
D, E

Question 3
Question Type: MultipleChoice

It was recently discovered that many of an organization's servers were running unauthorized cryptocurrency mining software. Which of

the following assets were being targeted in this attack? (Choose two.)



Options: 
A- Power resources

B- Network resources

C- Disk resources

D- Computing resources

E- Financial resources

Answer: 
A, B

Question 4
Question Type: MultipleChoice

Recently, a cybersecurity research lab discovered that there is a hacking group focused on hacking into the computers of financial

executives in Company A to sell the exfiltrated information to Company B. Which of the

following threat motives does this MOST likely represent?



Options: 
A- Desire for power

B- Association/affiliation

C- Reputation/recognition

D- Desire for financial gain

Answer: 
D

Question 5
Question Type: MultipleChoice

A common formula used to calculate risk is: + Threats + Vulnerabilities = Risk. Which of the following represents the missing factor in

this formula?

Options: 
A- Exploits



B- Security

C- Asset

D- Probability

Answer: 
C

Question 6
Question Type: MultipleChoice

After successfully enumerating the target, the hacker determines that the victim is using a firewall. Which of the following techniques

would allow the hacker to bypass the intrusion prevention system (IPS)?

Options: 
A- Stealth scanning

B- Xmas scanning

C- FINS scanning



D- Port scanning

Answer: 
C

Question 7
Question Type: MultipleChoice

Which of the following, when exposed together, constitutes PII? (Choose two.)

Options: 
A- Full name

B- Birth date

C- Account balance

D- Marital status

E- Employment status



Answer: 
A, C

Question 8
Question Type: MultipleChoice

As part of an organization's regular maintenance activities, a security engineer visits the Internet Storm Center advisory page to obtain

the latest list of blacklisted host/network addresses. The security engineer does this to perform which of the following activities?

Options: 
A- Update the latest proxy access list

B- Monitor the organization's network for suspicious traffic

C- Monitor the organization's sensitive databases

D- Update access control list (ACL) rules for network devices

Answer: 
D



Question 9
Question Type: MultipleChoice

An attacker intercepts a hash and compares it to pre-computed hashes to crack a password. Which of the following methods has been

used?

Options: 
A- Password sniffing

B- Brute force attack

C- Rainbow tables

D- Dictionary attack

Answer: 
C

Question 10
Question Type: MultipleChoice



During which of the following attack phases might a request sent to port 1433 over a whole company network be seen within a log?

Options: 
A- Reconnaissance

B- Scanning

C- Gaining access

D- Persistence

Answer: 
B

Question 11
Question Type: MultipleChoice

Which of the following is an automated password cracking technique that uses a combination of uppercase and lowercase letters, 0-9

numbers, and special characters?



Options: 
A- Dictionary attack

B- Password guessing

C- Brute force attack

D- Rainbow tables

Answer: 
C
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