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Question 1
Question Type: MultipleChoice

What agent is required in order to detect an added USB drive?

Options: 
A- Persistent

B- Dissolvable

C- Mobile

D- Passive

Answer: 
A

Explanation: 
Expand the Persistent Agent folder. Select USB Detection from the tree.



1. Click System > Settings.

2. Expand the Persistent Agent folder.

3. Select USB Detection from the tree.

4. Click Add or select an existing USB drive and click Modify.

Question 2
Question Type: MultipleChoice

Which agent is used only as part of a login script?

Options: 
A- Mobile

B- Passive

C- Persistent

D- Dissolvable



Answer: 
B

Explanation: 
If the logon script runs the logon application in persistent mode, configure your Active Directory server not to run scripts synchronously.

Question 3
Question Type: MultipleChoice

Which connecting endpoints are evaluated against all enabled device profiling rules?

Options: 
A- All hosts, each time they connect

B- Rogues devices, only when they connect for the first time

C- Known trusted devices each time they change location



D- Rogues devices, each time they connect

Answer: 
D

Explanation: 
FortiNAC process to classify rogue devices and create an organized inventory of known trusted registered devices.

Question 4
Question Type: MultipleChoice

Refer to the exhibit.





What would happen if the highlighted port with connected hosts was placed in both the Forced Registration and Forced Remediation

port groups?

Options: 
A- Multiple enforcement groups could not contain the same port.

B- Only the higher ranked enforcement group would be applied.

C- Both types of enforcement would be applied.

D- Enforcement would be applied only to rogue hosts.

Answer: 
C

Question 5
Question Type: MultipleChoice

View the command and output.



What is the state of database replication?

Options: 
A- Secondary to primary synchronization failed.

B- Primary to secondary synchronization failed.

C- Secondary to primary synchronization was successful.

D- Primary to secondary database synchronization was successful.

Answer: 
D

Question 6
Question Type: MultipleChoice



View the command and output shown in the exhibit.



What is the current state of this host?

Options: 
A- Rogue

B- Registered

C- Not authenticated

D- At-Risk

Answer: 
C

Question 7
Question Type: MultipleChoice

Refer to the exhibit.



If you are forcing the registration of unknown (rogue) hosts, and an unknown (rogue) host connects to a port on the switch, what occurs?



Options: 
A- The host is moved to VLAN 111.

B- The host is moved to a default isolation VLAN.

C- No VLAN change is performed.

D- The host is disabled.

Answer: 
B
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