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Question 1
Question Type: MultipleChoice

Data monitoring can be divided into two types: active analysis and passive acquisition.

Options: 
A- TRUE

B- FALSE

Answer: 
A

Question 2
Question Type: MultipleChoice

The following description of investigation and evidence collection, which one is correct



Options: 
A- Documentary evidence is required in computer crime.

B- In all investigation and evidence collection, it is best to have law enforcement agencies involved.

C- Evidence is not necessarily required in the course of the investigation.

D- Evidence obtained by wiretapping is also valid.

Answer: 
B

Question 3
Question Type: MultipleChoice

The network environment is becoming more and more complex, and network security incidents occur frequently. While accelerating the

construction of informatization, enterprises must not only resist external attacks, but also prevent internal management personnel from

being involved in data leakage and operation and maintenance accidents due to operational errors and other issues. Which of the

following options might reduce operational risk?

Options: 



A- According to the administrator configuration, the O&M user corresponds to the background resource account, and restricts the

unauthorized use of the account. mouth Based on the password security policy, the O&M security audit system automatically modifies

the password of the background resource account at regular intervals.

B- Each system is independently operated, maintained and managed, and the access process is not audited and monitored.

C- Oral Each department system is independently authenticated and uses a single static password for authentication.

Answer: 
A

Question 4
Question Type: MultipleChoice

Certificates saved in DER format may or may not contain a private key.

Options: 
A- TRUE

B- FALSE



Answer: 
B

Question 5
Question Type: MultipleChoice

Both digital envelopes and digital signatures guarantee data security and verify the origin of data.

Options: 
A- TRUE

B- FALSE

Answer: 
A

Question 6



Question Type: MultipleChoice

As shown in the figure, what is the authentication range of the AH protocol in tunnel mode?

Options: 
A- The3

B- The4

C- The2

D- The1



Answer: 
B

Question 7
Question Type: MultipleChoice

As shown in the figure, what is the range of the AH protocol authentication range in transmission mode?



Options: 
A- The4

B- The3

C- The2

D- The1

Answer: 
A

Question 8
Question Type: MultipleChoice

DES is a stream encryption algorithm, because the cipher capacity is only 56 bits, so it is not enough to deal with the weakness of

insufficient security, and later 3DES was proposed.

Options: 
A- TRUE



B- FALSE

Answer: 
A

Question 9
Question Type: MultipleChoice

IKE SA is a one-way logical connection, and only one IKE SA needs to be established between two peers.

Options: 
A- TRUE

B- FALSE

Answer: 
B



Question 10
Question Type: MultipleChoice

What is correct in the following description of Security Alliance in IPSec?

There are two ways to set up an IPSec SA

Options: 
A- manual and IKE.

IPSec SA is uniquely identified by a triple.

B- IPSec SA is a one-way logical connection, usually established in pairs (Inbound and Outbound).

C- Security Alliance SA is a communication peer agreement for certain elements that describes how peers can communicate securely

using secure services such as encryption.

Answer: 
A, B, C

Question 11



Question Type: MultipleChoice

Which of the following is not an advantage of symmetric encryption algorithms?

Options: 
A- Suitable for encrypting large amounts of data

B- Low overhead

C- Good scalability

D- High efficiency

Answer: 
C
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