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Question 1
Question Type: MultipleChoice

Exhibit.

Refer to the exhibit, which shows partial outputs from two routing debug commands.

Why is the port 2 default route not in the second command output?

Options: 
A- The port2 interlace is disabled in the FortiGate configuration.

B- The port1 default route has a higher priority value than the default route using port2.



C- The port1 default route has a lower priority value than the default route using port2.

D- The port1 default route has a lower distance than the default route using port2-

Answer: 
D

Explanation: 
Routing Table Analysis:

The first command output (get router info routing-table database) shows two default routes:

One via port1 with a distance of 10.

One via port2 with a distance of 20.

The second command output (get router info routing-table all) only shows the route via port1.

Administrative Distance:

The administrative distance (AD) is a measure used by routers to select the best path when there are multiple routes to the same

destination. The lower the distance, the more preferred the route.

In this scenario, the route via port1 has a lower distance (10) compared to the route via port2 (20), making it the preferred route.

Route Selection:



Since the route via port1 has a lower distance, it is the only one installed in the active routing table, which is why it appears in the second

command output, and the port2 route does not.

Fortinet Community: Routing behavior depending on distance and priority (Welcome to the Fortinet Community!) (Welcome to the

Fortinet Community!).

Fortinet GURU: Route priority and administrative distance explanations (Fortinet GURU).

Question 2
Question Type: MultipleChoice

Refer to the exhibit. which contains the output of diagnose vpn tunnel list.

https://community.fortinet.com/t5/FortiGate/Technical-Note-Routing-behavior-depending-on-distance-and/ta-p/198221
https://community.fortinet.com/t5/FortiGate/Technical-Note-Routing-behavior-depending-on-distance-and/ta-p/198221
https://www.fortinetguru.com/2016/06/route-priority/


Which command will capture ESP traffic for the VPN named DialUp_0?

Options: 
A- diagnose sniffer packet any 'host 10.0.10.10'

B- diagnose sniffer packet any 'ip proto 50'

C- diagnose sniffer packet any 'esp and host 10*200.3.2'

D- diagnose sniffer packet any 'port 4500'



Answer: 
C

Explanation: 
Capturing ESP Traffic:

ESP (Encapsulating Security Payload) traffic is associated with IPsec and is identified by the protocol number 50. To capture ESP traffic,

you need to filter packets based on this protocol.

In this specific case, you also need to filter for the host associated with the VPN tunnel, which is 10.200.3.2 as indicated in the exhibit.

Sniffer Command:

The correct command to capture ESP traffic for the VPN named DialUp_0 is:

diagnose sniffer packet any 'esp and host 10.200.3.2'

This command ensures that only ESP packets to and from the specified host are captured, providing a focused and relevant data set for

troubleshooting.

Fortinet Documentation: Verifying IPsec VPN Tunnels (Fortinet Docs) (Welcome to the Fortinet Community!).

Fortinet Community: Troubleshooting IPsec VPN Tunnels (Welcome to the Fortinet Community!) (Fortinet Docs).

https://docs.fortinet.com/document/fortigate/7.2.0/administration-guide/87608/configuring-ipsec-tunnels
https://community.fortinet.com/t5/FortiGate/Troubleshooting-Tip-IPsec-VPNs-tunnels/ta-p/195955


Question 3
Question Type: MultipleChoice

Which exchange lakes care of DoS protection in IKEv2?

Options: 
A- IKE_Req_INIT

B- IKE_SA_INIT

C- IKE_Auth

D- Create_CHILD_SA

Answer: 
B

Explanation: 
IKE_SA_INIT Exchange:



The IKE_SA_INIT exchange is the first step in the IKEv2 negotiation process. It is responsible for setting up the initial security

association (SA) and performing Diffie-Hellman key exchange.

During this exchange, the responder may employ various measures to protect against Denial of Service (DoS) attacks, such as rate

limiting and the use of puzzles to increase the computational cost for an attacker.

DoS Protection Mechanisms:

One key method involves limiting the number of half-open SAs from any single IP address or subnet.

The IKE_SA_INIT exchange can also incorporate the use of stateless cookies, which help to verify the initiator's legitimacy without

requiring extensive resource allocation by the responder until the initiator is verified.

RFC 5996: Internet Key Exchange Protocol Version 2 (IKEv2) (RFC Editor).

RFC 8019: Protecting Internet Key Exchange Protocol Version 2 (IKEv2) Implementations from Distributed Denial-of-Service Attacks

(IETF Datatracker).

Question 4
Question Type: MultipleChoice

Which two statements about application-layer test commands ate true? (Choose two.)

https://www.rfc-editor.org/rfc/rfc5996
https://datatracker.ietf.org/doc/html/rfc8019
https://datatracker.ietf.org/doc/html/rfc8019


Options: 
A- Some of them display statistics and configuration information about a feature or process.

B- Some of them display real-time application debugs.

C- Some of them display only output, after you run the diagnose debug console enable command.

D- Some of them can be used to restart an application.

Answer: 
A, B

Explanation: 
Statistics and Configuration Information:

Application-layer test commands can display detailed statistics and configuration information about specific features or processes. For

example, commands like diagnose vpn ipsec tunnel list provide detailed statistics about VPN tunnels.

Real-time Debugs:

These commands also facilitate real-time debugging of applications and processes. For instance, using diagnose debug application

followed by the specific application, such as fssod, provides real-time debug information which is crucial for troubleshooting.



Fortinet Community: Useful FSSO Commands and Troubleshooting (Welcome to the Fortinet Community!) (Welcome to the Fortinet

Community!).

Fortinet Documentation: Application-layer Test Commands (Fortinet GURU).

Question 5
Question Type: MultipleChoice

Exhibit.

https://community.fortinet.com/t5/FortiGate/Technical-Tip-Useful-FSSO-Commands/ta-p/195830
https://community.fortinet.com/t5/FortiGate/Technical-Tip-Useful-FSSO-Commands/ta-p/195830
https://www.fortinetguru.com/2019/05/single-sign-on-to-windows-ad-3/




Refer to the exhibit, which contains partial output from an IKE real-time debug.

The administrator does not have access to the remote gateway.

Based on the debug output, which configuration change can the administrator make to the local gateway to resolve the phase 1

negotiation error?

Options: 
A- In the phase 1 proposal configuration, add AESCBC-SHA2 to the list of encryption algorithms.

B- In the phase 1 proposal configuration, add AES256-SHA256 to the list of encryption algorithms.

C- In the phase 1 proposal configuration, add AES128-SHA128 to the list of encryption algorithms.

D- In the phase 1 network configuration, set the IKE version to 2.

Answer: 
B

Explanation: 
Analyzing Debug Output:

The debug output shows multiple proposals with encryption algorithms like AES CBC and hashing algorithms like SHA256.



The negotiation failure (no SA proposal chosen) suggests that there is a mismatch in the encryption or hashing algorithms between the

local and remote gateways.

Configuration Change:

To resolve the phase 1 negotiation error, the local gateway needs to include a compatible proposal.

Adding AES256-SHA256 to the phase 1 proposal configuration ensures that both gateways have a matching set of encryption and

hashing algorithms.

Fortinet Documentation: Configuring IPsec Tunnels (Fortinet Docs) (Welcome to the Fortinet Community!).

Fortinet Community: Troubleshooting IKE Negotiation Failures (Welcome to the Fortinet Community!) (Welcome to the Fortinet

Community!).

Question 6
Question Type: MultipleChoice

Exhibit.

https://docs.fortinet.com/document/fortisase/23.3.25/administration-guide/409176/verifying-ipsec-vpn-tunnels-on-the-fortigate-hub
https://community.fortinet.com/t5/FortiGate/Troubleshooting-Tip-IPsec-VPNs-tunnels/ta-p/195955
https://community.fortinet.com/t5/FortiGate/Troubleshooting-Tip-IPsec-VPNs-tunnels/ta-p/195955


Refer to the exhibit, which contains the partial output of the get vpn ipsec tunnel details command. Based on the output, which two

statements are correct? (Choose two.)



Options: 
A- Anti-replay is enabled.

B- The npu_flag for this tunnel is 03.

C- The npu_flag for this tunnel is 02

D- Different SPI values are a result of auto-negotiation being disabled for phase 2 selectors.

Answer: 
A, C

Explanation: 
Anti-replay Enabled:

The exhibit shows replay: enabled, which confirms that anti-replay is enabled for this IPsec tunnel. Anti-replay is a security feature that

prevents replay attacks by ensuring that packets are not duplicated or reused.

NPU Acceleration:

The NPU acceleration: encryption (outbound) decryption (inbound) line indicates that Network Processing Unit (NPU) acceleration is

used.

The npu_flag for this tunnel is 02. This indicates that encryption and decryption are handled by the NPU, improving the performance of

the VPN tunnel.



Fortinet Community: Troubleshooting IPsec VPN Tunnels (Welcome to the Fortinet Community!) (Welcome to the Fortinet Community!).

Fortinet Documentation: Verifying IPsec VPN Tunnels (Fortinet Docs) (Fortinet Docs).

Question 7
Question Type: MultipleChoice

Consider the scenario where the server name indication (SNI) does not match either the common name (CN) or any of the subject

alternative names (SAN) in the server certificate. Which action will FortiGate take when using the default settings for SSL certificate

inspection?

Options: 
A- FortiGate closes the connection because this represents an invalid SSL/TLS configuration

B- FortiGate uses the 31 information from the Subject field in the server certificate.

C- FortiGate uses the first entry listed in the SAN field in the server certificate.

D- FortiGate uses the SNI from the user's web browser.

https://community.fortinet.com/t5/FortiGate/Troubleshooting-Tip-IPsec-VPNs-tunnels/ta-p/195955
https://docs.fortinet.com/document/fortigate/7.2.0/administration-guide/87608/configuring-ipsec-tunnels


Answer: 
A

Explanation: 
SNI and Certificate Mismatch: When the Server Name Indication (SNI) does not match either the Common Name (CN) or any of the

Subject Alternative Names (SAN) in the server certificate, FortiGate's default behavior is to consider this as an invalid SSL/TLS

configuration.

Default Action: FortiGate, under default settings for SSL certificate inspection, will close the connection to prevent potential security risks

associated with mismatched certificates.

Fortinet Community: SSL Certificate Inspection Configuration and Behavior (Welcome to the Fortinet Community!).

Question 8
Question Type: MultipleChoice

Refer to the exhibit.

https://community.fortinet.com/t5/FortiGate/Troubleshooting-Tip-How-to-troubleshoot-FSSO-agentless-polling/ta-p/214349


Refer to the exhibit, which shows a partial output of the fssod daemon real-time debug command

What two conclusions can you draw from the output? (Choose two.)

Options: 
A- FSSO is using agentless polling mode to detect logon events.

B- The workstation with IP 10.124.2.90 will be polled frequently using TCP port 445 to see if the user is still logged on

C- The logon event can be seen on the collector agent installed on Windows.

D- FSSO is using DC agent mode to detect logon events.

Answer: 
C, D

Explanation: 



Logon Event on Collector Agent: The debug output indicates that the logon event is recorded, showing that the collector agent on

Windows is logging user activities and transmitting this data to the FortiGate.

DC Agent Mode: The presence of detailed logon events and their corresponding metadata, such as the domain and workstation

information, suggests that the FortiGate is using DC agent mode. This mode involves an agent installed on the Domain Controller (DC)

to capture and forward logon events.

Fortinet Community: How FSSO Works and Troubleshooting Steps (Welcome to the Fortinet Community!) (Fortinet GURU).

Question 9
Question Type: MultipleChoice

Which three common FortiGate-to-collector-agent connectivity issues can you identify using the FSSO real-time debug? (Choose three.)

Options: 
A- Refused connection. Potential mismatch of TCP port.

B- Mismatched pre-shared password.

C- Inability to reach IP address of the collector agent.

https://community.fortinet.com/t5/FortiGate/Technical-Tip-How-FSSO-works-and-how-to-troubleshoot-FSSO/ta-p/264365


D- Log is full on the collector agent.

E- Incompatible collector agent software version.

Answer: 
A, B, C

Explanation: 
Refused Connection: A refused connection typically indicates a mismatch in the TCP port configuration between the FortiGate and the

collector agent. Ensuring both are configured to use the same TCP port is crucial for proper connectivity.

Mismatched Pre-Shared Password: If the pre-shared password configured on the FortiGate does not match the one set on the collector

agent, authentication will fail, leading to connectivity issues.

Inability to Reach IP Address: This can occur due to network issues such as incorrect routing, firewall rules blocking traffic, or the

collector agent being down. Verifying network connectivity and the status of the collector agent is necessary to resolve this issue.

Fortinet Community: Troubleshooting FSSO Connectivity Issues (Welcome to the Fortinet Community!) (Welcome to the Fortinet

Community!) (Welcome to the Fortinet Community!).

Question 10

https://community.fortinet.com/t5/FortiGate/Troubleshooting-Tip-FSSO-Complete-troubleshooting-for-TAC/ta-p/240925
https://community.fortinet.com/t5/FortiGate/Troubleshooting-Tip-FSSO-Complete-troubleshooting-for-TAC/ta-p/240925


Question Type: MultipleChoice

Exhibit.

Refer to the exhibit, which shows the output of get router info bgp neighbors 100.64.2.254.

What can you conclude from the output?

Options: 
A- The BGP neighbor is advertising the 10.20.30.40/24 network to the local router.

B- The router ID of the neighbor is 100.64.2.254.

C- The BGP state of the two BGP participants is OpenConfirm.



D- The local router is adverting the 10.20.30.40/24 network to its BGP neighbor.

Answer: 
D

Explanation: 
BGP Advertisement: The output from the command get router info bgp neighbors 100.64.2.254 advertised-routes shows the routes that

the local router is advertising to its BGP neighbor.

Output Analysis:

The Network column lists the networks being advertised.

The Next Hop column indicates the next-hop IP address for these routes.

The line *> 10.20.30.40/24 100.64.2.1 indicates that the 10.20.30.40/24 network is being advertised with a next-hop of 100.64.2.1.

Local Router's Role: Since the output lists the advertised routes, it means that the local router (with router ID 172.16.1.254) is advertising

the 10.20.30.40/24 network to its neighbor 100.64.2.254.

This confirms that the local router is indeed advertising the specified network to its BGP neighbor.

Fortinet Documentation: Understanding BGP Route Advertisements (Fortinet Document Library) (Fortinet Docs).

https://docs2.fortinet.com/document/fortigate/7.0.0/administration-guide/911785/configure-bgp


Question 11
Question Type: MultipleChoice

Refer to the exhibit.

If the default settings are in place, what can you conclude about the conserve mode shown in the exhibit?

Options: 
A- FortiGate is currently blocking new sessions that require flow-based or proxy-based content inspection.

B- FortiGate is currently blocking all new sessions regardless of the content inspection requirements or configuration settings because of

high memory use.

C- FortiGate is currently allowing new sessions that require flow-based or proxy-based content inspection but is not performing

inspection on those sessions.



D- FortiGate is currently allowing new sessions that require flow-based content inspection and blocking sessions that require proxy-

based content inspection.

Answer: 
A

Explanation: 
Conserve Mode Overview: Conserve mode is a state that FortiGate enters to protect itself from running out of memory. It is triggered

when the memory usage reaches certain thresholds.

Thresholds: The default settings for conserve mode thresholds are:

Red Threshold: 88% memory usage.

Extreme Threshold: 95% memory usage.

Green Threshold: 82% memory usage.

Impact on Sessions: When in conserve mode:

New sessions requiring flow-based content inspection are blocked.

New sessions requiring proxy-based content inspection are also blocked to free up memory resources.

Current Memory State in Exhibit: The exhibit shows:



Total RAM: 3040 MB.

Memory used: 2706 MB (89% of total RAM).

Memory usage exceeds the red threshold (88%), thus triggering conserve mode.

Given that the memory usage is above the red threshold and conserve mode is active, the FortiGate will block new sessions requiring

both flow-based and proxy-based content inspection to conserve memory.

Fortinet Community: Explanation of Conserve Mode and Its Impact (Welcome to the Fortinet Community!) (Welcome to the Fortinet

Community!).

Fortinet Documentation: Conserve Mode Settings and Management (Fortinet Docs).

Question 12
Question Type: MultipleChoice

Exhibit.

https://community.fortinet.com/t5/Support-Forum/Conserve-mode/m-p/277867
https://community.fortinet.com/t5/Support-Forum/Conserve-mode/m-p/277867
https://docs.fortinet.com/document/fortigate/7.2.4/administration-guide/194558/conserve-mode


Refer to the exhibit, which shows the omitted output of diagnose npu np6 port-list on a FortiGate1500D.

An administrator is unable to analyze traffic flowing between port1 and port7 using the diagnose sniffer command.

Which two commands allow the administrator to view the traffic? (Choose two.)

A)

B)



C)

D)

Options: 
A- Option A

B- Option B



C- Option C

D- Option D

Answer: 
A, C

Explanation: 
Diagnose NPU NP6 Port-list Disable Command:

The diagnose npu np6 port-list disable command disables specific ports on the NP6 processor. This can help in cases where you need

to analyze traffic and the hardware offloading is interfering.

Command: diagnose npu np6 port-list disable 5 17 (as shown in Option A).

Diagnose NPU NP6 Fastpath Disable Command:

Disabling the fastpath feature on NP6 can also allow for better visibility into the traffic as it bypasses hardware acceleration, which might

obscure traffic details.

Command: diagnose npu np6 fastpath disable 0 (as shown in Option C).

Fortinet Documentation on Troubleshooting BGP and NPU Settings (Fortinet Docs).

Fortinet Community Technical Notes on NPU and Traffic Analysis (Welcome to the Fortinet Community!).

https://docs.fortinet.com/document/fortiswitch/7.2.6/administration-guide/939736/troubleshooting-bgp
https://community.fortinet.com/t5/FortiGate/Technical-Note-Configuring-BGP-on-a-FortiGate-with-single-homed/ta-p/192680
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