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Question 1
Question Type: MultipleChoice

Various profit-oriented hacker groups exist on the Internet. They control a large number of server resources and can launch network

attacks against a target server at any time Among those, one type of attack is common and destructive, which completely consumes

resources of the target server so that normal customers cannot connect to the server Which of the following belongs to this type of

attack?

Options: 
A- XSS attack

B- Webshell attack

C- DDoS attack

D- SQL injection

Answer: 
C

Question 2



Question Type: MultipleChoice

Which of the following configurations is NOT a feature provided by Alibaba Cloud Web Application Firewall product?

Options: 
A- Blocked Regions

B- HTTP ACL Policy

C- Data Leakage Prevention

D- Crawler Detection

Answer: 
A

Question 3
Question Type: MultipleChoice

After you install the Alibaba Cloud Security center agent on a non with your Alibaba Cloud account*?



Options: 
A- The user name and password

B- Your AccessKey

C- Your account ID

D- The installation verification key generated on the console

Answer: 
B

Question 4
Question Type: MultipleChoice

To improve ECS instance security, the administrator does not want users on public network to check whether an ECS instance is online

using the ping command. Which of the following reinforcement measures designed by the administrator is NOT feasible?

Options: 
A- Resolve the IP address of the ECS instance to an uncommon level 4 domain name, and point the promotional domain name to the

level 4 domain name through CNAME



B- Enable a security group and only allow access from ports 80 and 25 of the public network through TCP

C- Enable a security group, and reject ICMP for public network access.

D- Enable an operating system firewall for the ECS instance, and reject ICMP for public network access.

Answer: 
A

Question 5
Question Type: MultipleChoice

When users log on to ECS instances through SSH or remote desktop from public Internet, Alibaba Cloud Security Center will monitor the

log on behaviors

If an IP address uses incorrect password to log on to an ECS instance for too many times, an alert "ECS instance suffers brute force

password cracking" will be prompted If you receive this alert, which of the following is the safest way to handle this alert?

Options: 
A- This alert does not matter and can be ignored.



B- Inform all users on the service platform of changing their passwords, and eliminate simple passwords using technical measures

C- Log on immediately to the ECS instance and check the logon logs If no abnormal logon success record is found ignore this alert.

D- Update the system user password immediately for the ECS instance, and enable the security group firewall to allow only specified IP

addresses to connect to the ECS instance

Answer: 
D

Question 6
Question Type: MultipleChoice

Alibaba Cloud Security Center can record source IP addresses that remotely access a server, and shield suspicious IP addresses that

frequently connect to the server. During routine O&M. which of the following functions can be used to set the IP address that are

commonly used by the system administrator'?

Options: 
A- Security group



B- Valid Login IP list

C- Frequent logon location management

D- Webshell detection

Answer: 
C

Question 7
Question Type: MultipleChoice

Alibaba Cloud CloudMonitor is a service that monitors Alibaba Cloud resources and Internet applications. Which of the following

statements about CloudMonitor is accurate'?

Options: 
A- CloudMonitor cannot be used through the Alibaba Cloud console

B- CloudMonitor must be independently bought and paid for activation

C- CloudMonitor can monitor websites that are not deployed in Alibaba Cloud products.



D- To use CloudMonitor for ECS monitoring, there no agent needs to be installed in ECS.

Answer: 
C

Question 8
Question Type: MultipleChoice

Alibaba Cloud Security Center is consisted of light-weight Agents and cloud engine to provide functions such as webshell scanning and

removal, day vulnerability repair, security baseline inspection, and host access control, to protect the server security. Which of the

following processes is NOT included in Security Center Agent?

Options: 
A- AliHids

B- AliYunDunUpdate

C- AliYunDun

D- All Safe



Answer: 
D

Question 9
Question Type: MultipleChoice

Anti-DDoS is one of the major products of Alibaba Cloud Security service Many websites have suffered DDoS attacks of different types.

Therefore, accurate understanding of DDoS attacks is critical to the website security protection. Which of the following statements about

DDoS attacks is the MOST accurate?

Options: 
A- The main purpose of a DDoS attack is to prevent the target server from providing normal services

B- A DDoS attack cracks the servers logon password by means of numerous attempts

C- The purpose of a DDoS attack is to steal confidential information

D- DDoS attacks primarily target a database

Answer: 
A



Question 10
Question Type: MultipleChoice

If you install Alibaba Cloud Security Center client on a non-Alibaba Cloud server, which of the following statements allows you to check

the server-related reports on the Security Center?

Options: 
A- Associate the Security Center client with your Alibaba Cloud official website account.

B- Security Center does not support non-Alibaba Cloud servers

C- You need to manually install the agent on the external server, and use a verification key to associate it with your account

D- You cannot check the reports on the Alibaba Cloud console.

Answer: 
C
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