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Question 1
Question Type: MultipleChoice

A service that was previously using a shared identity store is now given its own dedicated identity store instead. What are the likely

impacts (positive or negative) that will result from this change?

Options: 
A- The service's autonomy is increased.

B- The operational responsibility is increased due to the need to keep the dedicated identity store in synch with a parent identity store.

C- The potential to apply the Service Abstraction principle is increased.

D- The service will no longer be dependent on a certificate authority.

Answer: 
A, B

Question 2
Question Type: MultipleChoice



Security policies that extend the technical service contract must be standardized within a given service inventory. This statement is in

accordance with which service-orientation principle?

Options: 
A- Service Abstraction

B- Service Reusability

C- Service Composability

D- None of the above

Answer: 
D

Question 3
Question Type: MultipleChoice

The Data Confidentiality pattern is applied to all of the services in a service inventory. As a result, all message data must be encrypted.



Options: 
A- True

B- False

Answer: 
B

Question 4
Question Type: MultipleChoice

When using a single sign-on mechanism, security contexts are____________.

Options: 
A- discarded within seconds after creation

B- stored in a UDDI repository for auditing purposes

C- combined together at runtime



D- None of the above.

Answer: 
B

Question 5
Question Type: MultipleChoice

With SAML, the _____________ element is used by the relying party to confirm that a given message came from the subject specified in

the assertion.

Options: 
A- subject confirmation

B- token

C- sign-on

D- claim



Answer: 
A

Question 6
Question Type: MultipleChoice

There are two XML documents that contain identical XML elements and data values. However, one XML document has more

whitespace characters than the other. A message digest for each of these documents is created. Which of the following statements

regarding these message digests is true?

Options: 
A- they are the same

B- they are different

C- two separate message digests cannot be created because the documents contain the same XML elements

D- only hashing digests can be created for XML documents, not message digests

Answer: 
B



Question 7
Question Type: MultipleChoice

Which of the following is the primary technology used for the application of the Data Origin Authentication pattern?

Options: 
A- SAML claims

B- symmetric encryption

C- security tokens

D- None of the above

Answer: 
D

Question 8
Question Type: MultipleChoice



The application of the Service Composability principle can be supported by the application of the Brokered Authentication pattern.

Options: 
A- True

B- False

Answer: 
A

Question 9
Question Type: MultipleChoice

Service A is an agnostic service that currently uses message-layer security implemented by symmetric encryption. However, because

Service A has recently been successfully attacked, it has been decided that asymmetric encryption needs to be used instead. The

nature of the messages exchanged by Service A requires that only some parts of the message data need to be encrypted. Although it is

agreed that asymmetric encryption is required, architects are concerned that it will adversely affect the service's runtime performance.

Which of the following approaches will fulfill these security requirements with the least amount of performance degradation?



Options: 
A- An authentication broker needs to be introduced with a dedicated identity store.

B- Only the required parts of the message need to be encrypted instead of encrypting the entire message.

C- The Direct Authentication pattern needs to be applied so that no intermediary is involved between Service A and its service

consumers.

D- Certificates need to be issued by a registered certificate authority.

Answer: 
B
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