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Question 1
Question Type: MultipleChoice

The VMware SD-WAN solution is comprised of Orchestrator, Gateway, and Edge. The architecture ensures separation and secure

communication between the management, control, and data plane of the solution.

The management plane consists of the VMware SD-WAN Orchestrator, and the control plane is comprised of the VMware SO-WAN

Gateway/ Controller. Which statement correctly describes this situation?

Options: 
A- VMware SD-WAN Edges/Gateways establishes a Transport Layer Security (TLS) 1 2 encrypted session to the VMware SU-WAN

Orchestrator

B- To make the entire solution to work property, TCP port 443 and HOP port 500 and UDP port 4500 are required to open in the firewall

rule, if Edge is deployed behind a Firewall.

C- There is impact on data plane when the Edge loses connectivity to the management plane. The operator only loses the visibility of the

Edge from Orchestrator and cannot make configuration changes on the Edge until the management plane connectivity is resumed.

D- Traffic between VMware SD-WAN Edges and from VMware SD-WAN Edges to VMware SD-WAN Gateways uses VMware SD-WAN

Management Protocol (VCMP) tunneling over User Datagram Protocol (UDP) port 2427. secured with Internet Protocol Security (IPSec)

Answer: 



D

Question 2
Question Type: MultipleChoice

Company A has recently acquired Company B and needs to establish network connectivity. Company A has only Cisco for firewalls and

VPN. Company B is using VMware SD-WAN.

Which VMware SD-WAN Cloud VPN solution should an administrator configure to establish connectivity?

Options: 
A- Branch to Non VMware SD-WAN Site.

B- Branch to SD-WAN Hub

C- Branch to Main Office VPN

D- Branch to Branch VPN

Answer: 
A



Question 3
Question Type: MultipleChoice

What is considered a typical VMware SD-WAN use case?

Options: 
A- Provide a distributed (per device) commands line interface (CLI) based configurations to implement complex network design

integration options.

B- Provide high speed layer 2 data center interconnects.

C- Provide cloud delivered central management Orchestrator to implement complex design network integration options.

D- Provide management, control plane, and data forwarding from a single system to reduce complexly for the network administrator.

Answer: 
D

Question 4
Question Type: MultipleChoice



A technician needs to SSH to it VMware SU-WAN Virtual Edge running version 3.3.2. What is the default password?

Options: 
A- adnim

B- No password required

C- Password configured in cloud_init

D- velocloud

Answer: 
C

Question 5
Question Type: MultipleChoice

A customer has a hybrid VMware SD-WAN deployment and wants to use the SD-WAN Service Reachable feature on the private WAN.

What is the main dependency that must be met for the feature to work?



Options: 
A- Internet reachability via the private WAN

B- Gateway IPs must be routed in the overlay

C- Default route learned via dynamic routing

D- Static mute for gateway IPs on the edge

Answer: 
C

Question 6
Question Type: MultipleChoice

A technician at a customer site is deploying VMware SD-WAN Edge 620 notices that the Edge LED is shown amber.

What is the meaning of this LED color?

Options: 



A- Edge is still booting.

B- DNS is not reachable from the Edge.

C- Edge is not activated.

D- Internet is not available from the Edge

Answer: 
D

Question 7
Question Type: MultipleChoice

An administrator is looking for a cost effective model of hardware-based Edge for some branch offices. The device must be mounted in

rack cabinet, and to meet performance requirements and projected growth, the appliance must support up to 2 Gpbs bandwidth.

Which Edge model satisfies these requirements?

Options: 
A- Edge 3400



B- Edge 540

C- Edge 510

D- Edge 620

Answer: 
B

Question 8
Question Type: MultipleChoice

A customer has a 10,000 branch site requirement arid must use a hub cluster in their design.

Which Mware SO- WAN best practice should be used when designing the cluster?

Options: 
A- BGP on WAN side

B- Static routing



C- MP BGP south bound

D- BGP on LAN side

Answer: 
C

Question 9
Question Type: MultipleChoice

During a VMware SD-WAN design session for a core business application, a customer expressed the following requirements:

* Allow business abstraction so that similar policies can be applied across different hardware types.

* Eliminate the need for the operations team to know the type of physical connectivity or the WAN carrier.

* Maintain SLA for real-time application.

Which design should be taken in terms of Link Steering?

Options: 



A- Select WAN Link, and then define the DSCP tagging

B- Select Error Correct Before Steering with % definition

C- Select Transport Group, and then select Preferred option.

D- Deselect Error Correct before Steering Defaults.

Answer: 
A

Question 10
Question Type: MultipleChoice

Which port is used for communication between VMware SD-WAN Edge and Orchestrator if there are no tunnels established to the

Gateways?

Options: 
A- UDF 2426

B- TCP 80



C- TCP 443

D- UDP 500

Answer: 
A
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