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Question 1

Question Type: MultipleChoice

Which of the following statements are true, when considering the security of INSTRUCTIONAL communications to runtime resources?
(select 3)

Options:

A- By default the connection is native TCP and not encrypted

B- The runtime resource can be configured to use certificate-based encryption for all inbound communication

C- The login agent will automatically use a certificate if the runtime resource is configured to use one

D- The connection will be established via NET remoting and will be encrypted as long as the 'Use Secure Connections' flag is set

E- A central setting within Blue Prism can be used to prevent all associated Runtime Resources from accepting any instructional
communications which are not encrypted.

Answer:

B,D, E

Question 2




Question Type: MultipleChoice

Which of the following is most likely to have the BIGGEST impact on database growth? (select 2)

Options:

A- The level of session logging that is configured for each stage of each Business Object and Process B. Session logging archiving
policy
C- The number of Blue Prism users

D- The number of Runtime Resources that are registered

E- Whether Active Queues are used

Answer:

A C

Question 3

Question Type: MultipleChoice

What devices may a Runtime Resource receive INSTRUCTIONAL communications from? (select 4)



Options:

A- Active Directory Domain Controllers

B- Blue Prism Interactive Clients

C- Blue Prism Application Server(s)

D- Other Blue Prism Runtime Resources

E- Third party systems accessing Blue Prism web services

F- Blue Prism Credential Manager

Answer:

B,C,D,E

Question 4

Question Type: MultipleChoice

Which of the following should be taken into account, when designing the security model for a Blue Prism environment? (select 5)



Options:

A- Integration with Active Directory

B- The location of the credential store keys

C- Integration with an external LDAP service

D- The encryption method for the credential store

E- The encryption method for the operational communications between database server and runtimes
F- The separation of duties between roles and environments

G- Remote access to the Blue Prism components

Answer:

AB D FG

Question 5

Question Type: MultipleChoice

Which of the following statements is true, when considering designing the monitoring for a Blue Prism environment? (select 3)



Options:

A- The Blue Prism interactive client can be used on its own to monitor the environment in its entirety
B- Monitoring of Blue Prism is not necessary

C- External Monitoring tools should be used to monitor system performance

D- Event logs should be monitored for application errors

E- Process execution related errors may need to be dealt with by a business operations team

F- Process related errors are automatically sent to the event log

Answer:

A CD

Question 6

Question Type: MultipleChoice

What are benefits of using Active Directory Single Sign-on for Blue Prism? (select 2)

Options:




A- Policies applied by Active Directory such as multi-factor authentication and password complexity are applied to Blue Prism
B- It makes it possible to add custom security roles in Blue Prism
C- Users are assigned security roles based on their group membership in Active Directory

D- Data encryption between Blue Prism devices is provided by default

Answer:

C,D

Question 7

Question Type: MultipleChoice

What network connections should be considered, when deploying runtime resources on the other side of a firewall from the Application
server? (select 2)

Options:

A- Remoting connections between Application server and runtime resource

B- Instructional communications between Interactive Clients and Runtime resource



C- Database connection between the database server and Runtime resource

D- Inbound web services connections from the Application server to Runtime resource

Answer:

A, B

Question 8

Question Type: MultipleChoice

Which of the following is TRUE, when referring to connections configured using the "SOAP with Transport Encryption and Windows
Authentication” mechanism? (select 2)

Options:

A- Data is encrypted
B- Client and server can reside in separate Active Directory Network Infrastructures
C- Certificates are required

D- NET remoting is used for Operating Communications



E- Data is only encrypted if you select the *Encryption=True' box in the configuration screen

Answer:

A B

Question 9

Question Type: MultipleChoice

What factors should be considered when designing the Blue Prism Database Server Environment? (select 4)

Options:

A- Whether windows authentication or SQL Native authentication will be used for the Database Connection
B- Backup and log truncation should be reviewed according to business criticality

C- Database and Log backup

D- Ensuring that the application servers have full sysadmin rights to the database

E- Proximity of the database server to the Blue Prism Application server

F- Selection of the database platform, between SQL server and Oracle



G- Ensuring that the database server can be accessed from all Runtime Resources within the network

Answer:

A B CE

Question 10

Question Type: MultipleChoice

Which of the following are supported connection modes within a V6 Blue Prism environment? (select 2)

Options:

A- WCF: Soap with Message Encryption and Windows Authentication
B- WCF: Soap with Remote Encryption

C- WCF: Soap with Transport Encryption

D- NET Remoting with Transport Encryption

E- HTTPS Connection mode



Answer:

A C

Question 11

Question Type: MultipleChoice

Which of the following is TRUE, when referring to establishing a connection between a V6 Application Server and Client? (select 2)

Options:

A- One of the WCF connection modes should be used. NET remoting is provided for legacy support purposes only
B- Either WCF or NET remoting may be selected It does not matter which is used

C- It is important to ensure that all Blue Prism clients are configured to use the same connection mode as the Blue Prism Server that
they are expected to connect to

D- It is important to configure the Blue Prism certificate server prior to establishing a connection from a client

Answer:

A C
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