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Question 1
Question Type: MultipleChoice

Which two statements are true regarding the log synchronization states for HA on FortiAnalyzer? (Choose two.)

Options: 
A- Log Data Sync provides real-time log synchronization to all backup devices.

B- When Log Data Sync is turned on, the backup device reboots and then rebuilds the log database with the synchronized logs.

C- With Initial Logs Sync, when you add a unit to an HA cluster, the primary device synchronizes its logs with the backup device.

D- By default. Log Data Sync is disabled on all backup devices.

Answer: 
A, C

Explanation: 
For HA on FortiAnalyzer, Log Data Sync ensures real-time log synchronization among all cluster members, including backup devices.

This feature is enabled by default. The Initial Logs Sync state is triggered when a new unit is added to an HA cluster, where the primary

unit synchronizes its logs with the newly added unit. After the initial synchronization, the secondary unit reboots and rebuilds its log



database with the synchronized logs. Reference: FortiAnalyzer 7.2 Administrator Guide, 'Log synchronization' section.

Question 2
Question Type: MultipleChoice

Which two settings must you configure on FortiAnalyzer to allow non-local administrators to authenticate on FortiAnalyzer with any user

account in a single LDAP group? (Choose two.)

Options: 
A- LDAP servers IP addresses added as trusted hosts

B- One or more remote LDAP servers

C- A local wildcard administrator account

D- An administrator group

Answer: 
B, D



Explanation: 
To allow non-local administrators to authenticate on FortiAnalyzer with any user account in a single LDAP group, you must configure one

or more remote LDAP servers and an administrator group. First, you configure the LDAP server(s) by specifying the server name, IP,

and other details such as the Common Name Identifier and Distinguished Name. Then, you add the LDAP server to a user group.

Finally, you create an administrator account that uses this user group for authentication, allowing any user from the specified LDAP

group to authenticate. Reference: FortiAnalyzer 7.2 Administrator Guide, 'Configuring remote authentication for administrators using

LDAP' section.

Question 3
Question Type: MultipleChoice

Which two parameters impact the amount of reserved disk space required by FortiAnalyzer? (Choose two.)

Options: 
A- Disk size

B- Total quota



C- RAID level

D- License type

Answer: 
A, C

Explanation: 
The amount of reserved disk space required by FortiAnalyzer is influenced by the disk size and the RAID level. The system reserves a

portion of the disk space for system use and unexpected quota overflow, with the rest available for device allocation. The RAID level

determines the disk size and the reserved disk quota level, with different RAID configurations leading to variations in the reserved space.

Reference: FortiAnalyzer 7.2 Administrator Guide, 'Disk Space Allocation' and 'RAID Level Impact' sections.

Question 4
Question Type: MultipleChoice

Which statement is true about using aggregation mode on FortiAnalyzer?



Options: 
A- Aggregation mode supports log filters.

B- Aggregation mode can work with syslog servers.

C- In aggregation mode, logs and content files are forwarded in real time.

D- Aggregation mode can be configured only on the CLI.

Answer: 
B

Explanation: 
In aggregation mode, FortiAnalyzer stores logs received from devices and forwards them at a specified time each day to avoid

duplication. It is specifically designed to work between two FortiAnalyzer units and does not support syslog or CEF servers. Additionally,

aggregation mode configurations are limited to CLI commands log-forward and log-forward-service. Reference: FortiAnalyzer 7.2

Administrator Guide, 'Aggregation' and 'CLI Commands for Aggregation Mode' sections.

Question 5
Question Type: MultipleChoice



Which items must you configure on FortiAnalyzer to send its reports to an external server?

Options: 
A- Report schedule

B- Mail server

C- Fabric connector

D- Output profile

Answer: 
D

Explanation: 
To send reports from FortiAnalyzer to an external server, you must configure the output profile. This involves specifying the method

(FTP, SFTP, or SCP), server IP, username, password, and the directory where the report will be saved. Additionally, you have the option

to delete the report after it has been uploaded to the server. Reference: FortiAnalyzer 7.2 Administrator Guide, 'Enable uploading of

generated reports to a server' section.



Question 6
Question Type: MultipleChoice

Refer to the exhibit.



Which image corresponds to the packet capture shown in the exhibit?



A)

B)

C)

Options: 
A- Option A



B- Option B

C- Option C

Answer: 
A

Explanation: 
The exhibit shows a packet capture with a syslog message containing a log event from a FortiGate device. This log event includes

several details such as the date, time, and event message. The corresponding image that matches this packet capture would be the one

which shows that the FortiGate device has logs being received in real-time, as indicated by the highlighted section in the packet capture

where it mentions 'real-time'. Therefore, Option A is the correct answer because it shows logs with 'Real Time' status for the FortiGate-

VM64 device, indicating that this FortiAnalyzer is currently receiving real-time logs from the device, matching the activity in the packet

capture. Reference: Based on the provided exhibits and the real-time logging information, correlated with the knowledge from the

FortiAnalyzer 7.2 Administrator documentation regarding log reception and device management.

Question 7
Question Type: MultipleChoice



You finished registering a FortiGate device. After traffic starts to flow through FortiGate. you notice that only some of the logs expected

are being received on FortiAnalyzer.

What could be the reason for the logs not arriving on FortiAnalyzer?

Options: 
A- FortiGate does not have logging configured correctly.

B- This FortiGate model is not fully supported.

C- This FortiGate is part of an HA cluster but it is the secondary device.

D- FortiGate was added to the wrong ADOM type.

Answer: 
A

Explanation: 
When only some of the expected logs from a FortiGate device are being received on FortiAnalyzer, it often indicates a configuration

issue on the FortiGate side. Proper logging configuration on FortiGate involves specifying what types of logs to generate (e.g., traffic,

event, security logs) and ensuring that these logs are directed to the FortiAnalyzer unit for storage and analysis. If the logging settings on

FortiGate are not correctly configured, it could result in incomplete log data being sent to FortiAnalyzer. This might include missing logs

for certain types of traffic or events that are not enabled for logging on the FortiGate device. Ensuring comprehensive logging is enabled



and correctly directed to FortiAnalyzer is crucial for full visibility into network activities and for the effective analysis and reporting of

security incidents and network performance.
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