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Question 1
Question Type: MultipleChoice

Refer to the exhibits.





Which statement about some of the generated report elements from FortiAnalyzer is true?

Options: 
A- The report confirms Modbus and IEC 104 are the key applications crossing the network.

B- FortiGate collects the logs and generates the report to FortiAnalyzer.

C- The file types confirm the infected applications on the PLCs.

D- This report is predefined and is not available for customization.

Answer: 
A

Question 2
Question Type: MultipleChoice

Refer to the exhibit.



Which statement is true about application control inspection?

Options: 
A- The industrial application control inspection process is unique among application categories.

B- Security actions cannot be applied on the lowest level of the hierarchy.



C- You can control security actions only on the parent-level application signature

D- The parent signature takes precedence over the child application signature.

Answer: 
C

Question 3
Question Type: MultipleChoice

Which statemenl about the IEC 104 protocol is true?

Options: 
A- IEC 104 is used for telecontrol SCADA in electrical engineering applications.

B- IEC 104 is IEC 101 compliant in old SCADA systems.

C- IEC 104 protects data transmission between OT devices and services.

D- IEC 104 uses non-TCP/IP standards.



Answer: 
A

Question 4
Question Type: MultipleChoice

The OT network analyst run different level of reports to quickly explore failures that could put the network at risk. Such reports can be

about device performance. Which FortiSIEM reporting method helps to identify device failures?

Options: 
A- Business service reports

B- Device inventory reports

C- CMDB operational reports

D- Active dependent rules reports

Answer: 
C



Question 5
Question Type: MultipleChoice

Refer to the exhibit.

In order for a FortiGate device to act as router on a stick, what configuration must an OT network architect implement on FortiGate to

achieve inter-VLAN routing?

Options: 
A- Set a unique forward domain on each interface on the network.



B- Set FortiGate to operate in transparent mode.

C- Set a software switch on FortiGate to handle inter-VLAN traffic.

D- Set a FortiGate interface with the switch to operate as an 802.1 q trunk.

Answer: 
D

Question 6
Question Type: MultipleChoice

Which three Fortinet products can you use for device identification in an OT industrial control system (ICS)? (Choose three.)

Options: 
A- FortiSIEM

B- FortiManager

C- FortiAnalyzer

D- FortiGate



E- FortiNAC

Answer: 
A, D, E
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