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Question 1

Question Type: MultipleChoice

How are the backups stored in Check Point appliances?

Options:

A- Saved as*.tar under /var/log/CPbackup/backups
B- Saved as*tgz under /var/CPbackup
C- Saved as*tar under /var/CPbackup

D- Saved as*tgz under /var/log/CPbackup/backups

Answer:

B

Explanation:

Backup configurations are stored in:/var/CPbackup/backups/



Question 2

Question Type: MultipleChoice

Which Check Point software blade provides Application Security and identity control?

Options:

A- Identity Awareness
B- Data Loss Prevention
C- URL Filtering

D- Application Control

Answer:

D

Explanation:

Check Point Application Control provides the industry's strongest application security and identity control to organizations of all sizes.



Question 3

Question Type: MultipleChoice

Which of the following is NOT a method used by Identity Awareness for acquiring identity?

Options:

A- RADIUS
B- Active Directory Query
C- Remote Access

D- Certificates

Answer:

D

Question 4

Question Type: MultipleChoice




When a policy package is installed, are also distributed to the target installation Security Gateways.

Options:

A- User and objects databases
B- Network databases
C- SmartConsole databases

D- User databases

Answer:

A

Explanation:

A policy package is a collection of different types of policies. After installation, the Security Gateway enforces all the policies in the
package. A policy package can have one or more of these policy types:

The installation process:

If there are verification errors, the policy is not installed. If there are verification warnings (for example, if anti-spoofing is not enabled for
a Security Gateway with multiple interfaces), the policy package is installed with a warning.



Question 5

Question Type: MultipleChoice

One of major features in R80 SmartConsole is concurrent administration. Which of the following is NOT possible considering that
AdminA, AdminB, and AdminC are editing the same Security Policy?

Options:

A- A lock icon shows that a rule or an object is locked and will be available.
B- AdminA and AdminB are editing the same rule at the same time.
C- Alock icon next to a rule informs that any Administrator is working on this particular rule.

D- AdminA, AdminB and AdminC are editing three different rules at the same time.

Answer:

Explanation:




In SmartConsole, administrators work with sessions. A session is created each time an administrator logs into SmartConsole. Changes
made in the session are saved automatically. These changes are private and available only to the administrator. To avoid configuration
conflicts, other administrators see a lock icon on objects and rules that are being edited in other sessions

Question 6

Question Type: MultipleChoice

When a Security Gateways sends its logs to an IP address other than its own, which deployment option is installed?

Options:

A- Distributed
B- Standalone

C- Bridge

Answer:

A



Question 7

Question Type: MultipleChoice

Which option, when applied to a rule, allows traffic to VPN gateways in specific VPN communities?

Options:

A- All Connections (Clear or Encrypted)
B- Accept all encrypted traffic
C- Specific VPN Communities

D- All Site-to-Site VPN Communities

Answer:

B

Explanation:

The first rule is the automatic rule for the Accept All Encrypted Traffic feature. The Firewalls for the Security Gateways in the
BranchOffices and LondonOffices VPN communities allow all VPN traffic from hosts in clients in these communities. Traffic to the



Security Gateways is dropped. This rule is installed on all Security Gateways in these communities.

2. Site to site VPN - Connections between hosts in the VPN domains of all Site to Site VPN communities are allowed. These are the only
protocols that are allowed: FTP, HTTP, HTTPS and SMTP.

3. Remote access - Connections between hosts in the VPN domains of RemoteAccess VPN community are allowed. These are the only
protocols that are allowed: HTTP, HTTPS, and IMAP.

Question 8

Question Type: MultipleChoice

What are the three deployment considerations for a secure network?

Options:

A- Distributed, Bridge Mode, and Remote
B- Bridge Mode, Remote, and Standalone
C- Remote, Standalone, and Distributed

D- Standalone, Distributed, and Bridge Mode



Answer:
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