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Question 1

Question Type: MultipleChoice

Which statement is not correct about the Cisco ISE Monitoring node?

Options:

A) The local collector agent collects logs locally from itself and from any NAD that is configured to send logs to the Policy Service node.

B) Cisco ISE supports distributed log collection across all nodes to optimize local data collection, aggregation, and centralized
correlation and storage.

C) The local collector agent process runs only the Inline Posture node.

D) The local collector buffers transport the collected data to designated Cisco ISE Monitoring nodes as syslog; once Monitoring nodes
are globally defined via Administration, ISE nodes automatically send logs to one or both of the configured Monitoring nodes.

Answer:

Question 2




Question Type: MultipleChoice

The profiling data from network access devices is sent to which Cisco ISE node?

Options:

A) Monitoring node
B) Administration node
C) Inline Posture node

D) Policy Service node

Answer:

D

Question 3

Question Type: MultipleChoice

Which types of design are required in the Cisco ISE ATP program?



Options:

A) schematic and detailed
B) preliminary and final
C) high-level and low-level designs

D) top down and bottom up

Answer:

C

Question 4

Question Type: MultipleChoice

What are the three default behaviors of Cisco ISE with respect to authentication, when a user connects to a switch that is configured for
802.1X, MAB, and WebAuth? (Choose three)

Options:

A) MAB traffic uses internal endpoints for retrieving identity.



B) Dot1X traffic uses a user-defined identity store for retrieving identity.
C) Unmatched traffic is allowed on the network.
D) Unmatched traffic is dropped because of the Reject/Reject/Drop action that is configured under Options.

E) Dotlx traffic uses internal users for retrieving identity.

Answer:

A B, D

Question 5

Question Type: MultipleChoice

In which scenario does Cisco ISE allocate an Advanced license?

Options:

A) guest services with dACL enforcement
B) endpoint authorization using SGA enforcement

C) dynamic device profiling



D) high availability Administrator nodes

Answer:

Question 6

Question Type: MultipleChoice

Which Cisco ISE node does not support automatic failover?

Options:

A) Inline Posture node
B) Monitoring node
C) Policy Services node

D) Admin node

Answer:




Question 7

Question Type: MultipleChoice

Which scenario does not support Cisco ISE guest services?

Options:

A) wired NAD with local WebAuth
B) wireless LAN controller with central WebAuth
C) wireless LAN controller with local WebAuth

D) wired NAD with central WebAuth

Answer:

A

Question 8




Question Type: MultipleChoice

By default, which traffic does an 802.1X-enabled switch allow before authentication?

Options:

A) all traffic
B) no traffic
C) traffic permitted in the port dACL on Cisco ISE

D) traffic permitted in the default ACL on the switch

Answer:

B

Question 9

Question Type: MultipleChoice

What does MAB leverage a MAC address for?



Options:

A) Calling-Station-ID
B) password
C) cisco-av-pair

D) username

Answer:

D

Question 10

Question Type: MultipleChoice

Which three conditions can be used for posture checking? (Choose three.)

Options:

A) certificate



B) operating system
C) file
D) application

E) services

Answer:

C,DE

Question 11

Question Type: MultipleChoice

An administrator is creating a new TACACS sell. The users that get assigned this profile should have initial access privileges equivalent
to user EXEC mode, and a max privilege level of privileged EXEC mode. How is this configured?

A)

age not d or type unknown

B)



age not d or type unknown

C)

age not d or type unknown

D)

age not 1guhd or type unknown

Options:

A) Option A
B) Option B
C) Option C
D) Option D

Answer:

B
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