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Question 1
Question Type: MultipleChoice

A network administrator notices that after a company-wide shut down, many users cannot connect their laptops to the corporate SSID.

What must be done to permit access in a timely manner?

Options: 
A- Authenticate the user's system to the secondary Cisco ISE node and move this user to the primary with the renewed certificate.

B- Connect this system as a guest user and then redirect the web auth protocol to log in to the network.

C- Add a certificate issue from the CA server, revoke the expired certificate, and add the new certificate in system.

D- Allow authentication for expired certificates within the EAP-TLS section under the allowed protocols.

Answer: 
A

Question 2
Question Type: MultipleChoice



A network administrator must configure Cisco SE Personas in the company to share session information via syslog. Which Cisco ISE

personas must be added to syslog receivers to accomplish this goal?

Options: 
A- pxGrid

B- admin

C- policy services

D- monitor

Answer: 
D

Question 3
Question Type: MultipleChoice

A network administrator is configuring client provisioning resource policies for client machines and must ensure that an agent pop-up is

presented to the client when attempting to connect to the network Which configuration item needs to be added to allow for this'?



Options: 
A- the client provisioning URL in the authorization policy

B- a temporal agent that gets installed onto the system

C- a remote posture agent proxying the network connection

D- an API connection back to the client

Answer: 
C

Question 4
Question Type: MultipleChoice

An administrator is configuring a new profiling policy within Cisco ISE The organization has several endpoints that are the same device

type and all have the same Block ID in their MAC address. The profiler does not currently have a profiling policy created to categorize

these endpoints. therefore a custom profiling policy must be created Which condition must the administrator use in order to properly

profile an ACME Al Connector endpoint for network access with MAC address ?

Options: 



A- MAC_OUI_STARTSWITH_<MACADDRESS>

B- CDP_cdpCacheDevicelD_CONTAINS_<MACADDRESS>

C- MAC_MACAddress_CONTAINS_<MACADDRESS>

D- Radius Called Station-ID STARTSWITH <MACADDRESS>

Answer: 
D

Question 5
Question Type: MultipleChoice

An organization has a fully distributed Cisco ISE deployment When implementing probes, an administrator must scan for unknown

endpoints to learn the IP-to-MAC address bindings. The scan is complete on one FPSN. but the information is not available on the

others. What must be done to make the information available?

Options: 
A- Scanning must be initiated from the PSN that last authenticated the endpoint



B- Cisco ISE must learn the IP-MAC binding of unknown endpoints via DHCP profiling, not via scanning

C- Scanning must be initiated from the MnT node to centrally gather the information

D- Cisco ISE must be configured to learn the IP-MAC binding of unknown endpoints via RADIUS authentication, not via scanning

Answer: 
B

Question 6
Question Type: MultipleChoice

What is the maximum number of PSN nodes supported in a medium-sized deployment?

Options: 
A- three

B- five

C- two

D- eight



Answer: 
B

Question 7
Question Type: MultipleChoice

A laptop was stolen and a network engineer added it to the block list endpoint identity group What must be done on a new Cisco ISE

deployment to redirect the laptop and restrict access?

Options: 
A- Select DenyAccess within the authorization policy.

B- Ensure that access to port 8443 is allowed within the ACL.

C- Ensure that access to port 8444 is allowed within the ACL.

D- Select DROP under If Auth fail within the authentication policy.

Answer: 
C



Explanation: 
https://www.cisco.com/c/en/us/td/docs/security/ise/1-

3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_chapter_010000.html

https://www.cisco.com/c/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_chapter_010000.html
https://www.cisco.com/c/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_chapter_010000.html
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