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Question 1

Question Type: DragDrop

Drag and drop the items to complete the ThreatGRID API call to return a curated feed of sinkholed-ip-dns in stix format. Not all options
are used.

https://panacea.threatgrid.com/api/v3/

/ ?api key=[API KEY]
nswer:
sinkholed-ip-dns sinkholed-ip-dns
Xplanaron:
search 5 search
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Question 2

Question Type: DragDrop



https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2019/pdf/DEVNET-2164.pdf

Drag and drop the code to complete the curl command to query the Cisco Umbrella Investigate API for the umbrella popularity list. Not
all options are used.

curl -H "Authorization: ESYourTokens"

"https://investigate.api.umbrella.com/
Answer:

Explepation]l ion jundred Basic topmillion
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Question 3

Question Type: MultipleChoice

Which snippet is used to create an object for network 10.0.69.0/24 using Cisco Firepower Management Center REST APIs?

A)


https://docs.umbrella.com/investigate-api/reference

— APT PATH:
/api/fmc config/vl/domain/<domain uuid>/object/networks

— METHOCD:
POST

— INPUT JSON:

{
"type": "Network",
"value": "10.0.69.0/24",
"overridable": false,
"description": " ",
"name": "Branch 1 net"



— API PATH:
/api/fmc config/vl/domain/<domain uuid>/ocbject/networkgroups

— METHOD:
PUT

— INPUT JSON:

{
"type": "Network",
"value": "10.0.69.0/24",
"overridable": false,
"description": " ",
"name": "Branch 1 net"



— APT PATH:
/api/fmc config/vl/domain/<domain uuid>/object/networkgroups

— METHOD:
POST

— INPUT JSON:
{

"type": "Network",
"value": "10.0.69.0/24",
"overridable": false,

"description": " "



— API PATH:
/api/fmc config/vl/domain/<domain uuid>/object/networks

— METHOD:
POST

— INPUT JSON:

{
"type": "Network",

"value": "10.0.69.0/24",
"overridable": false,
"description": " "

Options:

A- Option A
B- Option B
C- Option C
D- Option D

Answer:




Question 4

Question Type: MultipleChoice

When the URI "/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f/policy/accesspolicies” is used to make a POST
request, what does "e276abec-e0f2-11e3-8169-6d9ed49b625f" represent?

Options:

A- API token

B- domain UUID

C- access policy UUID
D- object UUID

Answer:




Question 5

Question Type: DragDrop

Drag and drop the code to complete the curl query to the Umbrella Reporting API that provides a detailed report of blocked security
activity events from the organization with an organizationld of "12345678" for the last 24 hours. Not all options are used.

curl ——-include —--header "Authorization: Basic %bhasetdstrings”
https://reports.api.umbrella.com/vl1l/ /
Answer: ’
I

Explanation:

security-activity security-activity
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Question 6

Question Type: MultipleChoice

What are two advantages of Python virtual environments? (Choose two.)


https://docs.umbrella.com/umbrella-api/docs/security-activity-report

Options:

A- Virtual environments can move compiled modules between different platforms.
B- Virtual environments permit non-administrative users to install packages.

C- The application code is run in an environment that is destroyed upon exit.

D- Virtual environments allow for stateful high availability.

E- Virtual environments prevent packaging conflicts between multiple Python projects.

Answer:

C E

Question 7

Question Type: DragDrop

Refer to the exhibit.



s of compromise.

YOUR API CLIENT ID collecting samples

YOUR_API CLIENT_ID hostname
Answer:  Tequests.get uri API request
ExpIgpg{%g{scarch/submissions API key
niehdipsifpanaceacthreatgrd:comiiy/amp-threat-grid GRATY RALAINETETS .
analysis.threat score:>=935 requests command #
Question 8

Question Type: MultipleChoice

Refer to the exhibit.


https://community.cisco.com/t5/endpoint-security/amp-threat-grid-api/m-p/3538319

quiz = [
{
"guestion": "Which of these is an IEEE standard for port-based Network Access Control™,
"choices": {"a": "802.11x", "b": "802.1x", "c¢": "802.11a", "d": "802.11b"},
"answer": "b"
}l’
]

Which expression prints the text "802.1x"?

Options:

A- print(quiz[O]['choices’['bT)

B- print(quiz['choices’]['b])

C- print(quiz[O]['choices'|['b']['802.1x])
D- print(quiz[0]['Question:"]['choices’]['b)

Answer:

Question 9




Question Type: MultipleChoice

Refer to the exhibit.

import json
import requests

USEE = "admin"

FPASE = "Clscol23435"

TENAT ID = "132"

BASE URL = "https://198.18.128.136e"

CEEDENTIALS = {'password': PASS, 'username': USER}

session = regquests.Session()
session.post (BASE_URL+"/token/v2/authenticate", data= CREDENTIALS, verify=False)

QUERY URL=BASE URL+"/sw-reporting/rest/v2/tenants/{0}/queries".format (TENAT ID)

flﬂw_data =
"searchName": "Flows API Search on &/29%/2019",
"startDateTime"™: "2019-06-29T00:00:012",
"endDateTime": "2019-06-29T23:59:594"

}

session.post (QUERY URL, json=flow data, verify=False)

A network operator must generate a daily flow report and learn how to act on or manipulate returned dat

a. When the operator runs the script, it returns an enormous amount of information.



Which two actions enable the operator to limit returned data? (Choose two.)

Options:

A- Add recordLimit. followed by an integer (key:value) to the flow_data.

B- Add a for loop at the end of the script, and print each key value pair separately.

C- Add flowLimit, followed by an integer (key:value) to the flow_data.

D- Change the startDateTime and endDateTime values to include smaller time intervals.

E- Change the startDate and endDate values to include smaller date intervals.

Answer:

A, B

Question 10

Question Type: DragDrop

Drag and drop the code to complete the API call to query all Cisco Stealthwatch Cloud observations. Not all options are used.



https://example.obsrvbl.com/api/v3/

swer: /
GET Lons DELETE GET
all all/ all
?query=all obsrv ?query=all
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