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Question 1
Question Type: MultipleChoice

A security team is running vulnerability scans against a CI/CD pipeline. The reports show that RDBMS secrets were found hardcoded in

Ansible scripts. The RDBMS resides in the internal network but is accessible from a jump server that resides in a public network.

If an attacker gains access to the scripts, what is the risk exposure?

Options: 
A- The Automation server is at risk of being compromised.

B- The Ansible scripts run through encrypted SSH connections.

C- The internal network is at risk of being compromised.

D- The entire CI/CD-related infrastructure is at risk.

Answer: 
C

Explanation: 



The internal network is at risk of being compromised if an attacker gains access to the Ansible scripts, as the scripts contain hardcoded

secrets for the RDBMS which is accessible from a jump server in a public network. This presents a risk as the secrets can be used to

gain access to the RDBMS, and from there, the attacker could potentially gain access to the internal network. Additionally, the entire

CI/CD-related infrastructure could be at risk if the attacker is able to gain access to the RDBMS, as they could potentially manipulate the

data or scripts in order to cause disruption or damage.

Question 2
Question Type: MultipleChoice

What are two testing scenarios of the chaos engineering principle? (Choose two.)

Options: 
A- maxing out CPU cores on an Elasticsearch cluster

B- removing all users from a version control system

C- executing routine in driver code to emulate I/O errors

D- blocking developers' building access

E- unplugging a core switch device



Answer: 
A, E

Question 3
Question Type: MultipleChoice

Refer to the exhibit.



The push_configs.yml playbook returns the error shown.

Which action resolves the error?

Options: 
A- Install the Paramiko library on the host that runs Ansible



B- Generate a new SSH key pair and add the public key to the target machine

C- Export the ANSIBLE_HOST_KEY_CHECKING=False variable

D- Comment out the StrictHostKeyChecking=yes line from ansible.cfg

Answer: 
D

Question 4
Question Type: MultipleChoice

Refer to the exhibit.



The JSON object represents a single entry on a centralized log server, but log data cannot be processed because of the format.

What causes the issue?

Options: 
A- A hostgroup must be defined



B- The ''_type'' must represent the process type

C- The priority of the message must be to the server

D- The process name in the message must be parsed into a field

Answer: 
B

Question 5
Question Type: MultipleChoice

Refer to the exhibit.



What are the properties of the load balancer in a Kubernetes environment?

Options: 
A- Has exposed ports 80 and 8080 to a private IP address and directs outgoing connections to the port named http-port1

B- Has exposed ports 80 and 8080 to a public IP address and directs incoming connections to the port named nginx-port



C- Forwards incoming traffic from the port named nginx-port to ports 80 and 8080 of nginxapp

D- Forwards any outgoing traffic from the port named nginx-port to exposed ports http-port1 and http-port2 of nginxapp

Answer: 
B

Question 6
Question Type: MultipleChoice

Which Kubernetes object ensures that each node is limited to running no more than one pod?

Options: 
A- UniCast

B- Deployment

C- DaemonSet

D- ReplicaSet



Answer: 
C

Question 7
Question Type: MultipleChoice

A three-tier web application must be moved to containers. A webserver is already in place, and the middleware container can talk to a

central database server. The hostname of the database server is known, but the name of the middleware server must be provided to the

webserver.

In which file should the name of the middleware server be configured?

Options: 
A- Docker Service discovery daemon

B- Docker Swarm

C- Docker Compose

D- Dynamic Host Configuration Protocol



Answer: 
A

Question 8
Question Type: DragDrop

Refer to the Exhibit.

Refer to the exhibit. A containerized application that leverages a container host VM must be deployed. Drag and drop the events on the

left onto their related steps on the right in order to describe the sequence behind the process.



Answer: 

Question 9
Question Type: MultipleChoice

Refer to the exhibit.



The snippet contains the JSON string that will be sent to the Prometheus AlertManager to silence an alert. AlertManager accepts only

the content type of application 'json'' Which Python code correctly sends an API call to perform action?

Options: 
A- respone= request.post(url. json=json_data)

B- respone= request.post(url. json=json.loads(json_data)

C- respone= request.post(url. data=json_data)



D- respone= request.post(url, data=json=(json_data)

Answer: 
C
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