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Question 1
Question Type: MultipleChoice

Refer to the exhibit.

An engineer notices a significant anomaly in the traffic in one of the host groups in Cisco Secure Network Analytics (Stealthwatch) and

must analyze the top data transmissions. Which tool accomplishes this task?



Options: 
A- Top Peers

B- Top Hosts

C- Top Conversations

D- Top Ports

Answer: 
B

Question 2
Question Type: MultipleChoice

An engineer is developing an application that requires frequent updates to close feedback loops and enable teams to quickly apply

patches. The team wants their code updates to get to market as often as possible. Which software development approach should be

used to accomplish these goals?

Options: 



A- continuous delivery

B- continuous integration

C- continuous deployment

D- continuous monitoring

Answer: 
A

Question 3
Question Type: MultipleChoice

What is a benefit of key risk indicators?

Options: 
A- clear perspective into the risk position of an organization

B- improved visibility on quantifiable information

C- improved mitigation techniques for unknown threats



D- clear procedures and processes for organizational risk

Answer: 
C

Question 4
Question Type: MultipleChoice

An engineer is moving data from NAS servers in different departments to a combined storage database so that the data can be

accessed and analyzed by the organization on-demand. Which data management process is being used?

Options: 
A- data clustering

B- data regression

C- data ingestion

D- data obfuscation



Answer: 
A

Question 5
Question Type: MultipleChoice

Refer to the exhibit.



What is the threat in this Wireshark traffic capture?

Options: 



A- A high rate of SYN packets being sent from multiple sources toward a single destination IP

B- A flood of ACK packets coming from a single source IP to multiple destination IPs

C- A high rate of SYN packets being sent from a single source IP toward multiple destination IPs

D- A flood of SYN packets coming from a single source IP to a single destination IP

Answer: 
D

Question 6
Question Type: DragDrop

Drag and drop the cloud computing service descriptions from the left onto the cloud service categories on the right.



Answer: 

Question 7
Question Type: MultipleChoice

Refer to the exhibit.

What is occurring in this packet capture?



Options: 
A- TCP port scan

B- TCP flood

C- DNS flood

D- DNS tunneling

Answer: 
B

Question 8
Question Type: MultipleChoice

Refer to the exhibit.





Which indicator of compromise is represented by this STIX?

Options: 
A- website redirecting traffic to ransomware server

B- website hosting malware to download files

C- web server vulnerability exploited by malware

D- cross-site scripting vulnerability to backdoor server

Answer: 
C

Question 9
Question Type: DragDrop

Drag and drop the mitigation steps from the left onto the vulnerabilities they mitigate on the right.



Answer: 
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