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Question 1
Question Type: MultipleChoice

Refer to the exhibit. All servers are in the same VLAN/Subnet. DNS Server-1 and DNS Server-2 must communicate with each other, and

communicate with default gateway multilayer switch. Which type of private VLAN ports should be configured to prevent communication

and the file server?

Options: 
A) Configure GigabitEthernet0/1 as promiscuous port, GigabitEthernet0/2 as isolated port, and GigabitEthernet0/3 and GigabitEthernet...

ports.

B) Configure GigabitEthernet0/1 as community port, GigabitEthernet0/2 as promiscuous port, GigabitEthernet0/3 and GigabitEthernet...0/

C) Configure GigabitEthernet0/1 as promiscuous port, GigabitEthernet0/2 as community port, and GigabitEthernet0/3 and

GigabitEthen... ports.

D) Configure GigabitEthernet0/1 as community port, GigabitEthernet0/2 as isolated port, and GigabitEthernet0/3 and

GigabitEthernet...OA ports.

Answer: 
C



Question 2
Question Type: MultipleChoice

Which API method and required attribute are used to add a device into DNAC with the native API?

Options: 
A) lastSyncTime and pid

B) POST and name

C) userSudiSerialNos and devicelnfo

D) GET and serialNumber

Answer: 
B

Question 3
Question Type: MultipleChoice



Refer to the exhibit.

Image not found or type unknown

Refer to the exhibit. What function does the API key perform while working with https://api.amp.cisco.com/v1/computers?

Options: 
A) imports requests

B) HTTP authorization

C) HTTP authentication

D) plays dent ID

Answer: 
C

Question 4
Question Type: MultipleChoice

https://api.amp.cisco.com/v1/computers


Which two activities can be done using Cisco DNA Center? (Choose two.)

Options: 
A) DHCP

B) design

C) accounting

D) DNS

E) provision

Answer: 
B, E

Question 5
Question Type: MultipleChoice

For which two conditions can an endpoint be checked using ISE posture assessment? (Choose two.)



Options: 
A) computer identity

B) Windows service

C) user identity

D) Windows firewall

E) default browser

Answer: 
B, D

Question 6
Question Type: MultipleChoice

What are two list types within AMP for Endpoints Outbreak Control? (Choose two.)

Options: 



A) blocked ports

B) simple custom detections

C) command and control

D) allowed applications

E) URL

Answer: 
B, D

Question 7
Question Type: MultipleChoice

Which two descriptions of AES encryption are true? (Choose two.)

Options: 
A) AES is less secure than 3DES

B) AES is more secure than 3DES



C) AES can use a 168-bit key for encryption.

D) AES can use a 256-bit key for encryption.

E) AES encrypts and decrypts a key three times in sequence

Answer: 
B, D

Question 8
Question Type: MultipleChoice

How does Cisco Umbrella archive logs to an enterprise-owned storage?

Options: 
A) by using the Application Programming Interface to fetch the logs

B) by sending logs via syslog to an on-premises or cloud-based syslog server

C) by the system administrator downloading the logs from the Cisco Umbrella web portal

D) by being configured to send logs to a self-managed AWS S3 bucket



Answer: 
D

Question 9
Question Type: MultipleChoice

Which two key and block sizes are valid for AES? (Choose two.)

Options: 
A) 64-bit block size, 112-bit key length

B) 64-bit block size, 168-bit key length

C) 128-bit block size, 192-bit key length

D) 128-bit block size, 256-bit key length

E) 192-bit block size, 256-bit key length

Answer: 
C, D



Question 10
Question Type: MultipleChoice

Which two probes are configured to gather attributes of connected endpoints using Cisco Identity Services Engine?

(Choose two.)

Options: 
A) RADIUS

B) TACACS+

C) DHCP

D) sFlow

E) SMTP

Answer: 
A, C
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