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Question 1

Question Type: MultipleChoice

Which feature of AnyConnect provides better access security across wired and wireless connections with 802.1X?

Options:

A- Secure Layer 2 Network Access
B- AnyConnect with AMP
C- Trusted Network Detection

D- Flexible AAA Options

Answer:

A

Question 2

Question Type: MultipleChoice




Which Cisco NGIPS capability provides control over users, applications, devices, threats, and provides insights to network
vulnerabilities?

Options:

A- advanced threat protection and rapid remediation
B- security automation
C- global threat intelligence

D- contextual awareness

Answer:

D

Question 3

Question Type: MultipleChoice

What are three benefits that Cisco Umbrella brings to DNS-Layer Security?Choose three.



Options:

A- Malware scanning

B- Breach mitigation

C- Recursive DNS

D- Reputation flirting

E- Predictive intelligence

F- Off-network security

Answer:

C,EF

Question 4

Question Type: MultipleChoice

Which two attack vectors are protected by Web Security? (Choose Two)

Options:




A- Cloud

B- Data Center
C- Email

D- Voicemail

E- Web

Answer:

A E

Question 5

Question Type: MultipleChoice

How do AMP's device trajectory capabilities help address customers' breach remediation issues?

Options:

A- It analyzes the data from suspicious files to provide a new level of threat intelligence.

B- It determines the scope and cause of an outbreak and tracks suspicious files



C- It tracks file behavior across the network to see which devices it enters and exits

D- It searches for potential threats based on identified activities and behaviors

Answer:

B

Question 6

Question Type: MultipleChoice

What are three main areas of the Cisco Security Portfolio? (Choose Three)

Options:

A- Roaming Security
B- Voice&Collaboration
C- loT Security

D- Cloud Security

E- Advanced Threat



F- Firewalls

Answer:

C,DE

Question 7

Question Type: MultipleChoice

What are two critical networking challenges? (Choose Two)

Options:

A- Access

B- Automation

C- Orchestation

D- Threat protection

E- Visibility



Answer:

D, E

Question 8

Question Type: MultipleChoice

How does AnyConnect provide highly secure access for select enterprise mobile apps?

Options:

A- Per application VPN
B- Application Visibility & control
C- identity Service Engine

D- Secure Layer 2 Network Access

Answer:

A
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