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Question 1

Question Type: MultipleChoice

Scenario: A Citrix Engineer is monitoring the environment with Citrix Application Delivery Management (ADM). Management has asked
for a report of high-risk traffic to protected internal websites.

Which dashboard can the engineer use to generate the requested report?

Options:

A- App Security

B- Transactions

C- Users & Endpoints
D- App

Answer:

B

Question 2




Question Type: MultipleChoice

Which protection can a Citrix Engineer implement to prevent a hacker from extracting a customer list from the company website?

Options:

A- Cross-Site Request Forgeries (CSRF)
B- Form Field Consistency

C- HTML Cross-Site Scripting (XSS)

D- HTML SQL Injection

Answer:

D

Question 3

Question Type: MultipleChoice

A manager for a hospital billing system wants to display the last four digits of a credit card number when printing invoices.



Which credit card security action does this?

Options:

A- X-Out
B- Log
C- Transform

D- Block

Answer:

A

Question 4

Question Type: MultipleChoice

Scenario: A Citrix Engineer wants to use Citrix Application Delivery Management (ADM) to monitor a single Citrix ADC VPX with eight
web applications and one Citrix Gateway. It is important that the collected data be protected.

Which deployment will satisfy the requirements?



Options:

A- A single Citrix ADM with database replication to a secondary storage repository.
B- A pair of Citrix ADM virtual appliances configured for High Availability.
C- A single Citrix ADM imported onto the same hypervisor as the Citrix ADC VPX.

D- A pair of Citrix ADM virtual appliances, each working independently.

Answer:

B

Explanation:

https://docs.citrix.com/en-us/citrix-application-delivery-management-software/current-release/deploy/high-availability-deployment.html

Question 5

Question Type: MultipleChoice



https://docs.citrix.com/en-us/citrix-application-delivery-management-software/current-release/deploy/high-availability-deployment.html

Scenario: A Citrix Engineer wants to protect a web application using Citrix Web App Firewall. The engineer enables the Learn action for
the Start URL, HTML, Cross-Site Scripting, and HTML SQL Injection protections. The engineer assigns this profile to a policy, which is
then bound to the virtual server.

Which two items can the engineer check to determine that the Learn action is NOT capturing any rules? (Choose two.)

Options:

A- The HTML Error Object is configured for the profile.
B- Enough space is left on the /flash file system.
C- The aslearn process is running on the Citrix ADC appliance.

D- The Learn database is less than 20 MB.

Answer:

C D

Explanation:

https://support.citrix.com/article/CTX223403/how-to-troubleshoot-netscaler-appfirewall-aslearn-issues


https://support.citrix.com/article/CTX223403/how-to-troubleshoot-netscaler-appfirewall-aslearn-issues

Question 6

Question Type: MultipleChoice

Which build-in TCP profile can a Citrix Engineer assign to a virtual server to improve performance for users who access an application
from a secondary campus building over a fiber optic connection?

Options:

A- nstcp_default_tcp_Ifp
B- nstcp_default_tcp_lan
C- nstcp_default_tcp_interactive_stream

D- nstcp_default_tcp_Inp

Answer:

A

Question 7

Question Type: MultipleChoice




Scenario: A Citrix Engineer implements Application-level Quality of Experience (AppQOoE) to protect a web application. Shortly after that,
users call to complain that nearly every request is being met with a Captcha.

What can the engineer do to improve the user experience?

Options:

A- Disable the Captcha.
B- Increase the DOS Attack Threshold.
C- Increase the Policy Queue Depth.

D- Increase the Session Life.

Answer:

Explanation:

https://docs.citrix.com/en-us/citrix-adc/current-release/appexpert/appqoe/appgoe-parameters.html


https://docs.citrix.com/en-us/citrix-adc/current-release/appexpert/appqoe/appqoe-parameters.html

Question 8

Question Type: MultipleChoice

A Citrix Engineer wants the Citrix Web App Firewall to respond with a page stored on the Citrix ADC when a violation is detected.

Which profile setting accomplishes this?

Options:

A- Redirect URL

B- RFC Profile

C- Default Request
D- HTML Error Object

Answer:

D

Question 9

Question Type: MultipleChoice




A Citrix Engineer wants to delegate management of Citrix Application Delivery Management (ADM) to a junior team member.

Which assigned role will limit the team member to view all application-related data?

Options:

A- readonly
B- appReadonly
C- admin

D- appAdmin

Answer:
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