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Question 1

Question Type: MultipleChoice

Given a protocol analyzer can decrypt WPA2-PSK data packets providing the PSK and SSID are configured in the analyzer software.

When performing packet capture (in a non-FT environment) which frames are required in order for PSK frame decryption to be possible?

Options:

A- Authentication
B- Reassociation
C- 4-Way Handshake

D- Probe Response

Answer:

C

Question 2

Question Type: MultipleChoice




Using a portable analyzer you perform a packet capture next to a client STA and you can see that the STA is associated to a BSS. You
observe the STA sending packets to the AP and the AP sending packets to the ST

Options:

A- Less the 2% of all packets are retransmissions. You move to capture packets by the AP and, while the retry rate is still very low, you
now only see unidirectional traffic from the AP to the client. How do you explain this behavior?

A- There is a transmit power mismatch between the client and the AP and while the client can hear the Aps traffic, the AP cannot hear
the client.

B- The portable analyzer has a lower receive sensitivity than the AP and while it can't capture the packets
from the client STA, the AP can receive them OK.

C- The STA is transmitting data using more spatial streams than the potable analyzer can support

D- The portable analyzer is too close to the AP causing CCI, blinding the AP to the client's packets

Answer:

B

Question 3

Question Type: MultipleChoice




Which one of the best following is an advantage of using display filters instead of capture-time filters?

Options:

A- Display filters allow for focused analysis on just the packets of interest
B- Once created display filters are reusable for later captures
C- Display filters only hide the packets from view and the filtered packets can be enabled for view later

D- Multiple display filters can be applied simultaneously

Answer:

A

Explanation:

display filters allow you to focus on things of interest and to ignore things you don't care about.

Question 4

Question Type: MultipleChoice




Which one of the following should be the first step when troubleshooting a WLAN issue?

Options:

A- ldentify capture locations
B- ldentify probable causes
C- Perform an initial WLAN scan and see if any obvious issues stand out

D- Define the problem

Answer:

Question 5

Question Type: MultipleChoice

Where would you look in a packet trace file to identify the configured Minimum Basic Rate (MBR) of a BSS?



Options:

A- Supported Rates & Extended Supported Rates elements in a Beacon frame
B- In the MBR Action frame
C- In the Minimum Basic Rate Element in a Beacon frame

D- In the MBR Information Element in an Association Response frame

Answer:

A

Question 6

Question Type: MultipleChoice

What is the function of the PHY Preamble?

Options:

A- To set the modulation method for the MPDU



B- Allows the receiver to detect and synchronize with the signal
C- To terminate a conversation between transmitter and receiver

D- Carries the NDP used in Transmit Beamforming and MU-MIMO

Answer:

B

Question 7

Question Type: MultipleChoice

You are troubleshooting a client that is experiencing slow WLAN performance. As part of the troubleshooting activity, you start a packet
capture on your laptop close to the client device. While analyzing the packets, you suspect that you have not captured all packets
transmitted by the client. By analyzing the trace file, how can you confirm if you have missing packets?

Options:

A- Look for gaps in the sequence number in MAC header

B- Protocol Analyzers show the number of missing packets in their statistics view



C- Retransmission are an indication of missing packets

D- The missing packets will be shown as CRC errored packets

Answer:

C

Question 8

Question Type: MultipleChoice

In a Spectrum Analyzer the Swept Spectrogram plot displays what information?

Options:

A- The RF time domain

B- RF power present at a particular frequency over the course of time
C- Wi-Fi Device information

D- Duty cycle in the frequency domain



Answer:

Question 9

Question Type: MultipleChoice

Which one of the following is required for Wi-Fi integration in laptop-based Spectrum Analyzer software?

Options:

A- A supported WLAN adaptor with a customized driver
B- Any 802.11 wireless adaptor
C- A dual radio spectrum analyzer card

D- SNMP read credentials to the WLAN controller or APs

Answer:

C



Question 10

Question Type: MultipleChoice

How does a VolP Phone, using WMM Power Save, request data frames buffered at the AP?

Options:

A- The VolIP phone transmits a PS-Poll frame

B- The VolP phone transmits a trigger frame

C- The VolIP phone sets the More Data bit in the MAC Header to 1
D- The VolIP phone The VolIP transmits a WMM Action frame

Answer:

B
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