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Question 1
Question Type: MultipleChoice

You must locate non-compliant 802.11 devices. Which one of the following tools will you use and why?

Options: 
A- A spectrum analyzer, because it can show the energy footprint of a device using WPA differently from a device using WPA2.

B- A spectrum analyzer, because it can decode the PHY preamble of a non-compliant device.

C- A protocol analyzer, because it can be used to view the spectrum energy of non-compliant 802.11 devices, which is always different

from compliant devices.

D- A protocol analyzer, because it can be used to report on security settings and regulatory or rule compliance

Answer: 
D

Question 2
Question Type: MultipleChoice



Given: You have implemented strong authentication and encryption mechanisms for your enterprise 802.11 WLAN using 802.1X/EAP

with AES-CCMP.

For users connecting within the headquarters office, what other security solution will provide continuous monitoring of both clients and

APs with 802.11-specific tracking?

Options: 
A- IPSec VPN client and server software

B- Internet firewall software

C- Wireless intrusion prevention system

D- WLAN endpoint agent software

E- RADIUS proxy server

Answer: 
C

Question 3
Question Type: MultipleChoice



Select the answer option that arranges the numbered events in the correct time sequence (first to last) for a client associating to a BSS

using EAP-PEAPv0/MSCHAPv2.

1. Installation of PTK

2. Initiation of 4-way handshake

3. Open system authentication

4. 802.11 association

5. 802.1X controlled port is opened for data traffic

6. Client validates server certificate

7. AS validates client credentials

Options: 
A- 3---4---6---7---2---1---5

B- 4---3---5---2---7---6---1

C- 5---3---4---2---6---7---1

D- 6---1---3---4---2---7---5

E- 4---3---2---7---6---1---5



F- 3---4---7---6---5---2---1

Answer: 
A

Question 4
Question Type: MultipleChoice

ABC Company has deployed a Single Channel Architecture (SCA) solution to help overcome some of the common problems with client

roaming. In such a network, all APs are configured with the same channel and BSSID. PEAPv0/EAP-MSCHAPv2 is the only supported

authentication mechanism.

As the Voice over Wi-Fi (STA-1) client moves throughout this network, what events are occurring?

Options: 
A- STA-1 initiates open authentication and 802.11 association with each AP prior to roaming.

B- The WLAN controller is querying the RADIUS server for authentication before the association of STA-1 is moved from one AP to the

next.



C- STA-1 controls when and where to roam by using signal and performance metrics in accordance with the chipset drivers and 802.11k.

D- The WLAN controller controls the AP to which STA-1 is associated and transparently moves this association in accordance with the

physical location of STA-1.

Answer: 
D

Question 5
Question Type: MultipleChoice

You have been recently hired as the wireless network administrator for an organization spread across seven locations. They have

deployed more than 100 APs, but they have not been managed in either an automated or manual process for more than 18 months.

Given this length of time, what is one of the first things you should evaluate from a security perspective?

Options: 
A- The channel widths configured

B- The channels in use



C- The VLANs in use

D- The firmware revision

Answer: 
D

Question 6
Question Type: MultipleChoice

You are implementing an 802.11ac WLAN and a WIPS at the same time. You must choose between integrated and overlay WIPS

solutions. Which of the following statements is true regarding integrated WIPS solutions?

Options: 
A- Integrated WIPS always perform better from a client throughput perspective because the same radio that performs the threat

scanning also services the clients.

B- Integrated WIPS use special sensors installed alongside the APs to scan for threats.

C- Many integrated WIPS solutions that detect Voice over Wi-Fi traffic will cease scanning altogether to accommodate the latency

sensitive client traffic.



D- Integrated WIPS is always more expensive than overlay WIPS.

Answer: 
C
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