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Question 1

Question Type: DragDrop

Match each PTA alert category with the PTA sensors that collect the data for it.

unmanaged privileged

! Vault
account Drag answer here

Logs, Vault, AWS (optional),
Azure (optional)

anomalous access to multiple

. Drag answer here
machines

Logs, Vault, AD (optional), AWS
(optional), Azure (optional)

suspicious activities detected

" . . Drag answer here
in a privileged session

Network Sensor, PTA Windows
Agent

suspected credentials theft Drag answer here

Answer:
See the Answer in the Premium Version!

Question 2

Question Type: MultipleChoice

The Privileged Access Management solution provides an out-of-the-box target platform to
manage SSH keys, called UNIX Via SSH Keys.

How are these keys managed?

Options:

A- CyberArk stores Private keys in the Vault and updates Public keys on target systems.

B- CyberArk stores Public keys in the Vault and updates Private keys on target systems.

C- CyberArk does not store Public or Private keys and instead uses a reconcile account to create
keys on demand.

D- CyberArk stores both Private and Public keys and can update target systems with either key.

Answer:
A
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Question 3

Question Type: DragDrop

Match each permission to where it can be found.

Add Accounts Drag answer here Vault

Initiate CPM account

management operations Drag answer here Safe
Add/Update Users Drag answer here
Add Safes Drag answer here

Answer:
See the Answer in the Premium Version!

Question 4

Question Type: MultipleChoice

Your organization has a requirement to allow users to "check out passwords' and connect to
targets with the same account through the PSM.

What needs to be configured in the Master policy to ensure this will happen?

Options:

A- Enforce check-in/check-out exclusive access = active; Require privileged session monitoring
and isolation = active

B- Enforce check-in/check-out exclusive access = inactive; Require privileged session monitoring
and isolation = inactive

C- Enforce check-in/check-out exclusive access = inactive; Record and save session activity =
active

D- Enforce check-in/check-out exclusive access = active; Record and save session activity =
inactive

Answer:
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Question 5

Question Type: MultipleChoice

You received a notification from one of your CyberArk auditors that they are missing Vault level
audit permissions. You confirmed that all auditors are missing the Audit Users Vault permission.

Where do you update this permission for all auditors?

Options:

A- Private Ark Client > Tools > Administrative Tools > Directory Mapping > Vault Authorizations
B- Private Ark Client > Tools > Administrative Tools > Users and Groups > Auditors >
Authorizations tab

C- PVWA User Provisioning > LDAP integration > Vault Auditors Mapping > Vault Authorizations
D- PVWA> Administration > Configuration Options > LDAP integration > Vault Auditors Mapping
> Vault Authorizations

Answer:
B

Question 6

Question Type: MultipleChoice

A newly created platform allows users to access a Linux endpoint. When users click to connect,
nothing happens.

Which piece of the platform is missing?

Options:

A- PSM-SSH Connection Component
B- UnixPrompts.ini

C- UnixProcess.ini

D- PSM-RDP Connection Component
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Answer:
A

Question 7

Question Type: MultipleChoice

Which usage can be added as a service account platform?

Options:

A- Kerberos Tokens

B- 1IS Application Pools

C- PowerShell Libraries

D- Loosely Connected Devices

Answer:
D
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