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Question 1

Question Type: MultipleChoice

Which of the following doesn't contribute, or contributes the least, to the growing data privacy challenges in today's digital age?

Options:

A- Social media
B- Mass surveillance
C- Use of secure wireless connections

D- Increase in digitization of personal information

Answer:

A

Question 2

Question Type: MultipleChoice




In India, who among the following would be the authorized legal entities to monitor and intercept communication of individuals?

Options:

A- "Intermediaries" as defined under the IT (Amendment) Act, 2008
B- Telecom Service Providers
C- Intelligence and Law Enforcement Agencies

D- Directorate of Revenue Intelligence (DRI)

Answer:

C

Explanation:

Section 69 - Power to issue directions for interception or monitoring or decryption of any information through any computer resource.--(1)
Where the Central Government or a State Government or any of its officers specially authorised by the Central Government or the State
Government, as the case may be, in this behalf may, if satisfied that it is necessary or expedient so to do, in the interest of the
sovereignty or integrity of India, defence of India, security of the State, friendly relations with foreign States or public order or for
preventing incitement to the commission of any cognizable offence relating to above or for investigation of any offence, it may subject to
the provisions of sub-section (2), for reasons to be recorded in writing, by order, direct any agency of the appropriate Government to
intercept, monitor or decrypt or cause to be intercepted or monitored or decrypted any information generated, transmitted, received or



stored in any computer resource.

Question 3

Question Type: MultipleChoice

Technological advancement is inevitable and the speed of change is exponential. In such a scenario, which of the following statement is
not true for defining the relationship between privacy protection and technology advancement, both at individual and corporate levels?

Options:

A- Maintaining privacy is difficult with emerging platforms and services
B- Maintaining privacy is difficult, as exercising complete control over personal information in online environment is an uphill task
C- Technology advancements and privacy protection are independent concepts that are not related

D- Maintaining privacy in cyberspace becomes easier with proper use of tools and technologies

Answer:

B



Question 4

Question Type: MultipleChoice

Which of the following laid foundation for the development of OECD privacy principles for the promotion of free international trade and
trans border data flows?

Options:

A- Fair information Privacy Practices of US, 1974
B- EU Data Protection Directive
C- Safe Harbor Framework

D- WTO's Free Trade Agreement

Answer:

B

Question 5

Question Type: MultipleChoice




If XYZ & Co. collects, stores and processes personal information of living persons, electronically in a structured filing system, then XYZ
could be a:

Options:

A- Data Processor
B- Data Controller
C- Data Subject
D- Either A or B

Answer:

B

Question 6

Question Type: MultipleChoice

What are the roles an organization can play from privacy perspective?

i. Data Controller -- determines the means and purpose of processing of data which is collected from its end customers



ii. Data Controller -- determines the means and purpose of processing of data which is collected from its employees
lii. Data Sub-Processor -- processes personal data on behalf of data processor
iv. Joint Controller -- determines the means and purpose of data processing along with other data controller

Please select correct option:

Options:

A- i, ii and iii

B-ii, iii and iv

C-1i, iii and iv

D- i, ii, iii and iv

Answer:

A
Question 7

Question Type: MultipleChoice




Which type of data qualify as Sensitive Personal Data or Information under Section 43A of IT (Amendment) Act, 20087?

Options:

A- Sexual orientation
B- Political affiliation
C- Religion and caste

D- Call Data Records (CDRSs)

Answer:

Question 8

Question Type: MultipleChoice

Which of the following does not fall under the category of Personal Financial Information (PFI)?



Options:

A- Credit card number with expiry date
B- Bank account Information
C- Loan account Information

D- Income tax return file acknowledgement number

Answer:

D
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