DUMPSHQ

Free Questionsfor DES-9131 by dumpshq
Shared by Robinson on 24-05-2024

For More Free Questions and Preparation Resources

Check the Links on Last Page



Question 1

Question Type: MultipleChoice

The CSF recommends that the Communication Plan for an IRP include audience, method of communication, frequency, and what other
element?

Options:

A- Incident category
B- Message criteria
C- Incident severity

D- Templates to use

Answer:

B

Explanation:

https://www.utc.edu/information-technology/pdfs/it-comm-plan-master-2017.pdf (p.4)


https://www.utc.edu/information-technology/pdfs/it-comm-plan-master-2017.pdf

Question 2

Question Type: MultipleChoice

Which mechanism within the NIST Cybersecurity Framework describes a method to capture the current state and define the target state
for understanding gaps, exposure, and prioritize changes to mitigate risk?

Options:

A- Functions
B- Profiles
C- Tiers

D- Categories

Answer:

C

Question 3




Question Type: MultipleChoice

What type of system processes information, the loss of which would have a debilitating impact to an

organization?

Options:

A- Mission critical
B- Security critical
C- Business critical

D- Safety critical

Answer:

A

Question 4

Question Type: MultipleChoice




When should event analysis be performed?

Options:

A- Only when requested by an auditor
B- Routinely for all events collected on a mission critical system
C- Only at the discretion of an authorized security analyst

D- After an event is triggered by the detection system

Answer:

B

Question 5

Question Type: MultipleChoice

What supports an organization in making risk management decisions to address their security posture in real time?

Options:




A- Baseline reporting
B- Continuous monitoring
C- User access reviews

D- Video surveillance

Answer:

A

Question 6

Question Type: MultipleChoice

What process is used to identify an organization's physical, digital, and human resource, as required in their Business Impact Analysis?

Options:

A- Risk Management Strategy
B- Risk Assessment

C- Risk Treatment



D- Asset Inventory

Answer:

Question 7

Question Type: MultipleChoice

Concerning a risk management strategy, what should the executive level be responsible for communicating?

Options:

A- Risk mitigation
B- Risk profile
C- Risk tolerance

D- Asset risk

Answer:




Question 8

Question Type: MultipleChoice

What determines the technical controls used to restrict access to USB devices and help prevent their use

within a company?

Options:

A- Block use of the USB devices for all employees
B- Written security policy prohibiting the use of the USB devices
C- Acceptable use policy in the employee HR on-boarding training

D- Detect use of the USB devices and report users

Answer:

A
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