DUMPSEIES

Free Questionsfor CKAD by dumpssheet
Shared by Flynn on 22-07-2024

For More Free Questions and Preparation Resources

Check the Links on Last Page



Question 1

Question Type: MultipleChoice

Refer to Exhibit.

You must switch to the correct
clusterfconfiguration context. Failure to do so

may result in a zero score.
o b kubectl conflg use-c

ontext skHs

Task:
Create a Pod named nginx resources in the existing pod resources namespace.
Specify a single container using nginx:stable image.

Specify a resource request of 300m cpus and 1G1 of memory for the Pod's container.

Options:

A- Explanation:



Solution:




File Ecit View Terminal Tabs Help
apiVersion:
ind: Pod
etadata
creationTimestamp:
Labels

run. nginx-resources

name ; II_iJ_'IZ- resgources

namespace poC-resources
spec
containers:
image: nginx:stable
name: nginx-resources
resources:
reguests:
Cpu: 300w
memory :







File Ecit View Terminal Tabs Help
memory 1G1

Wwironment: <Nong>

crets/kubernetes . 10/5erviceaccou

TokenExpirationSeconds: 3687
nfigMaphame ; kube-root-ca.«
nfigMapOption

smwardAPI

nade.kubernetes. 10/not - ready :NokExecute oj

node. kubernetes. i0/un chable:NoExecute

N -

Pulling

Pulled fully pulled i nginx:stable’
Created container ngin SouUrces

S5tarted container ngl resources

ckaddbBl4d

run=client -o vaml> I




Answer:

Question 2

Question Type: MultipleChoice

Refer to Exhibit.

You must switch to the correct
cluster/configuration context. Failure to do so

may result in a zero score.

ndidetefinode 1] § kubectl conflp wuse-c
ontext skHs

Task:
1) First update the Deployment cka00017-deployment in the ckad00017 namespace:
*To run 2 replicas of the pod

*Add the following label on the pod:



Role userUl

2) Next, Create a NodePort Service named cherry in the ckad00017 nmespace exposing the ckad00017-deployment Deployment on
TCP port 8888

Options:

A- Explanation:
Solution:



File Ecit View lerminal Tabs Help

apiVersion:
kind: Deployn
metadata
annotations
deployment.kubernetes.lo/revision
creationTimestamp 2022 -09-241
generation: 1
Labels:
app: nginx
name: ckade@al7-deployment
namespace: ck 3300817
resourceVersion:
uid: lcdb7bl3-fade-4689-b7
spec
progressDeadlineSeconds
replicas:
revisionHistorylLimit:
selector:
matchLabels
app: nginx
strategy
rollingUpdate:
maxSurge: 25%
maxUnavailable
type: Rollinglipdate
template
metadata:
creationTimestamp:
labels:§
-- INSERT --




Fle Ecit View Terminal Tabs Help
name: Ckadeéd@l?-deployment
namespace: ckadopdl7
resourcaVersion: 349"
uid: lcdb7613-fTade-46e9-b741-94298b9ckeTC

spec
progressDeadlineSeconds:
replicas
revisionHistorylLimit: 1|
selector:

matchLabels:
app: nginx
strategy:
rollingUpdate:
maxsurge: 215%
maxUnavailable

type: RollinglUpdate
template
metadata:
creationTimestamp:
Llabels:

app: nginx
role: J'r!lfl
spec
containers:
image: nglnx:Lates
imagePullPolicy:
name: noinx
ports
contailnerPort:
protacol: TCP
resources: {}
-= INSERT --
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backend-deployment -59d449b99d-h2zjq
backend-deployment -78976T7415-bh8cAS
backend-deployment - 7TB9761T7415-T1fs
kubectl get

- |.||_||' H -

fspicy-pikachu/backend-deployment
kubectl config use-context k8s
't serviceaccount depl
-1 Serviceaccount updated
% kubect conTig use-context Kus
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1=1:=% vim =/prompt-escargot/buffalo-deployment
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Answer:

Question 3

Question Type: MultipleChoice

Refer to Exhibit.

You must switch to the correct
cluster/configuration context. Failure to do so

may result in a zero score.

i v kubectl conflg wse-¢
ontext skHs

Task:

A pod within the Deployment named buffale-deployment and in namespace gorilla is logging errors.

1) Look at the logs identify errors messages.

Find errors, including User "system:serviceaccount:gorilla:default" cannot list resource "deployment" [...] in the namespace "gorilla"



2) Update the Deployment buffalo-deployment to resolve the errors in the logs of the Pod.

The buffalo-deployment 'S manifest can be found at -/prompt/escargot/buffalo-deployment.yaml

Options:

A- Explanation:
Solution:
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type=NodePort

Answer:

A

Question 4




Question Type: MultipleChoice

Refer to Exhibit.

You must switch to the correct
cluster/configuration context. Failure to do so

may result in a zero score.

o $ kubectl conflg wuse-¢
ontext skHs

Task:

Update the Deployment app-1 in the frontend namespace to use the existing ServiceAccount app.

Options:

A- Explanation:
Solution:
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Answer:

Question 5

Question Type: MultipleChoice

Refer to Exhibit.

You must switch to the correct
cluster/configuration context. Failure to do so

may result in a zero score.

ndidateginode-1] § kubectl conflpg use-¢
ontext skHs

Task

A Deployment named backend-deployment in namespace staging runs a web application on port 8081.



o The Deployment's manifest files can be found at
~/spicy-pikachu/bockend-deployment.yami .

Modify the Depleyment specifying a readiness probe
using path /healths

Set initialDelaySeconds to 8 and periodSeconds to 5.

Options:

A- Explanation:
Solution:
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Permanently added

The programs included wit ¢ Ubunti

the exact distril 1 terms for each progra
individua iles in fusr/fshare/doc/*/copyright

NO WARRANTY, to the exten permitted by
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apiVersion: apps/vl
kind: Deployment
metadata
name: backend-deployment
namespace: staging
"'.P-F'['
selector
matchLabels:
app: nginx
replicas:
template:
metadata:
labals
app: nginx
‘:pr'
containers:
name: noginx
image: nginx:1.14.2
ports:
containerPort:

readinessProbe
initialDelaySeconds: &
periodSeconds

httpGet:
path: /health:
port: 2081§
volumeMounts:
mountPath: /etc/nginx/conf.d/
name: conTlg
mountPath: Jusr/share/nginx/ht
name: wWww
INSERT --
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Question 6

Question Type: MultipleChoice

Refer to Exhibit.

Set configuration context:

[studentinode-1] § kubectl
config use-context k8s

Given a container that writes a log file in format A and a container that converts log files from format A to format B, create a deployment
that runs both containers such that the log files from the first container are converted by the second container, emitting logs in format B.

Task:
* Create a deployment named deployment-xyz in the default namespace, that:
* Includes a primary

Ifcencf/busybox:1 container, named logger-dev



* includes a sidecar Ifccncf/fluentd:v0.12 container, named adapter-zen
* Mounts a shared volume /tmp/log on both containers, which does not persist when the pod is deleted
* Instructs the logger-dev

container to run the command

while true; do

echo "i luv cncf™ »» /
tmp/log/input.log;
sleep 10;

done

which should output logs to /tmp/log/input.log in plain text format, with example values:

1 luv cncf
i luv cncf

1 luv cncf

* The adapter-zen sidecar container should read /tmp/log/input.log and output the data to /tmp/log/output.* in Fluentd JSON format. Note
that no knowledge of Fluentd is required to complete this task: all you will need to achieve this is to create the ConfigMap from the spec
file provided at /opt/KDMC00102/fluentd-configma p.yaml , and mount that ConfigMap to /fluentd/etc in the adapter-zen sidecar container

Options:




A- Explanation:
Solution:

BB Readme >_ Web Terminal Cl THELINUX FOUNDATION

atudent@node—1:~%
lient




BB Readme >_ Web Terminal C1 THELINUX FOUNDATION

apps/vl
Deployment

deployment—xyz
deployment-xzy=

deployment—xy=

deployment—xy=

lfcencf/buaybox:1

"deployment xyz.yml" 24T, 434C




BAReadme >_ Web Terminal Cl THELINUX FOUNDATION

Deployment

deployment—xvyz
deployment-xyz

deployment-xy=z

deployment—xyz
myvroll

lfcencf/busybox:
logger—dev

mywvoll
Jtmp/ log
lfcencE/Eluentd:vd.12
adapterﬂzen
3 lines yanked
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deployment—xy=z

deployment-xyz

myvoll

: !—r. ool ek 3 | ot r_."‘l:ﬂl = '|Jr.|: S 2 1.
logger—dew

r

mywvoll
Jemp/ log
lfcencf/fluentd:v0.12
|".|l:']|".£:-r.ﬂ LE—ZEn

¥ ¥

myvwoll

ftmp/ log

C1 THELINUXFOUNDATION




BAReadme >_ Web Terminal C1 THELINUX FOUNDATION

L1.""'[1-| " :"'Jl'l'.li."! nt—x :r"ll

mywoll
myvol2
lo qoo nf

lfcencf/busybox:1
logger-dew

mywoll
Stmpf log
lfcencf/fluentd:vwd.12
adapter—zen

mywvoll
Jtmp/log
myvoll

ffluentdfet!
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VAILARLE
i
oyment
AVATILABLE

r".h.-*.Iﬂ oyment-—xXyz Fa 1

atudentfnodsa-1

Answer:

A

Question 7

Question Type: MultipleChoice

Refer to Exhibit.



Set configuration context:

[student@inode-1] £ | kubectl config

use-context skBs

Context

A project that you are working on has a requirement for persistent data to be available.

Task

To facilitate this, perform the following tasks:

* Create a file on node sk8s-node-0 at /opt/KDSP00101/data/index.html with the content Acct=Finance

* Create a PersistentVolume named task-pv-volume using hostPath and allocate 1Gi to it, specifying that the volume is at
/opt/KDSP00101/data on the cluster's node. The configuration should specify the access mode of ReadWriteOnce . It should define the
StorageClass name exam for the PersistentVolume , which will be used to bind PersistentVolumeClaim requests to this
PersistenetVolume.



* Create a PefsissentVolumeClaim named task-pv-claim that requests a volume of at least 100Mi and specifies an access mode of
ReadWriteOnce

* Create a pod that uses the PersistentVolmeClaim as a volume with a label app: my-storage-app mounting the resulting volume to a
mountPath /usr/share/nginx/html inside the pod

You can access sk8s-node-0 by
issuing the following

command:

_ inode-1] § ssh sk8
s-node-@

Ensure that you return to the

base node (with hostname

node-1) once you have completed
your work on sk8s-node-0

Options:

A- Explanation:
Solution:



BAReadme »_ Web Terminal

L1 THELINUXFOUNDATION

atudentfinod
Switched

atudent@

use—context askis

C1 THELINUX FOUNDATION

ar :.I'.l".ll « COM
fadvantage
stem information as D¢ 9 0B:52:09 UTC 2
Users ] ged in: ]
IP address for ethl: 10.250.3
IF addreas for kexrl: T.0.1
IF address for emil:

mmand with:
channel=1.1% classic

has doca and details.

Mew ¥ - 04.1 LTS"' awvailable.

RBun " ' to upgrade to 1it.

studentfakBs-n:




B8Readme  >_Web Terminal C1 THELINUX FOUNDATION

atudent@sk8z-node—I echo "Acct=Finance' > fopt/EDSPF00101/data/index.html
student@akbas-node-0

BAReadme  >_ Web Terminal LI THELINUXFOUNDATION

INSERT




BB Readme > Web Terminal
vl
PersistentVolume

task-pv—volume

1G1

- ReadWriteOnce
storage

Sopt /EDSPO0101/data
.rE
BAReadme >_ Web Terminal
vl
PersistentVolumeClaim
task-pv-claim

ReadWriteCnce

100M1

C1 THELINUX FOUNDATION

L1 THELINUX FOUNDATION




studentiskfs
HAME
RAGECLAAS

task-pvr-volums

e
= denti@askds-ns
HAME
task-pv-claim
student@akBa-1

MODES BECLATM POLICY
Re=tai

kubectl get
VOLUME CAPACITY
task-pv—volums 1G1i

vim pud1ym_l

CLATM

default/task-pr-claim




B@Readme >_Web Terminal Ll THELINUX FOUNDATION

mypod

my-storage—app

myfrontend
nginx

mypod
mypod

task-pv-claiff

create —f pod_yml

student@skBs-node-0:~5 kubectl g::l




BAReadme »_ Web Terminal

HAME

I'I:I:.fII: :r".
atudent@skBe—neod
AN

atudent@askBs—ned

HAME READY STATT
mypod 1/1 Runmni
atudenti@akfs-node-0

Connection to 10

atudent@node—1: ~:

Answer:

':|l.'-.~r1'fr-.-e.-.|1.i:|r._:|
» kubectl get pods
RES

C1 THELINUXFOUNDATION

Question 8

Question Type: MultipleChoice

Refer to Exhibit.



Set configuration context:

[student@node-1] $ | kubectl config

use-context dk8s

Set Configuration Context:

[student@node-1] $ | kubectl

Config use-context k8s

Context

A user has reported an aopticauon is unteachable due to a failing livenessProbe .

Task

Perform the following tasks:

* Find the broken pod and store its name and namespace to /opt/KDOB00401/broken.txt in the format:

/



The output file has already been created

* Store the associated error events to a file /opt/KDOBO00401/error.txt, The output file has already been created. You will need to use the -
0 wide output specifier with your command

* Fix the issue.




Options:

A- Explanation:

To find the broken pod and store its name and namespace to /opt/KDOB00401/broken.txt, you can use the kubectl get pods command
and filter the output by the status of the pod.

kubectl get pods --field-selector=status.phase=Failed -0 jsonpath='{.items[*].metadata.namespace}/{.items[*].metadata.name}' >
/opt/KDOB00401/broken.txt

This command will list all pods with a status of Failed and output their names and namespaces in the format <namespace>/. The output
is then written to the /opt/KDOBO00401/broken.txt file.

To store the associated error events to a file /opt/KDOB00401/error.txt, you can use the kubectl describe command to retrieve detailed
information about the pod, and the grep command to filter the output for error events.

kubectl describe pods --namespace | grep -i error -B5 -A5 > /opt/KDOB00401/error.txt

Replace and with the name and namespace of the broken pod you found in the previous step.

This command will output detailed information about the pod, including error events. The grep command filters the output for lines
containing 'error' and also prints 5 lines before and after the match.

To fix the issue, you need to analyze the error events and find the root cause of the issue.

It could be that the application inside the pod is not running, the container image is not available, the pod has not enough resources, or
the liveness probe configuration is incorrect.

Once you have identified the cause, you can take appropriate action, such as restarting the application, updating the container image,
increasing the resources, or modifying the liveness probe configuration.

After fixing the issue, you can use the kubectl get pods command to check the status of the pod and ensure

Answer:




Question 9

Question Type: MultipleChoice

Refer to Exhibit.
Set configuration context:

[ studeni@node-1] £ ‘ kubectl config
use-context nk8s

Set Configuration Context:
[student@node-1] $ | kubectl

Config use-context k8s



Task

You have rolled out a new pod to your infrastructure and now you need to allow it to communicate with the web and storage pods but
nothing else. Given the running pod kdsn00201 -newpod edit it to use a network policy that will allow it to send and receive traffic only to
and from the web and storage pods.

All work on this item should be
conducted in the kdsn00201
namespace.

All required NetworkPolicy resources @
are already created and ready for use as
appropriate. You should not create, modify
or delete any network policies whilst
completing this item.



Options:

A- Explanation:

To allow a pod to send and receive traffic only to and from specific pods, you can use network policies in Kubernetes.
First, you will need to create a network policy that defines the allowed traffic. You can create a network policy yaml file with the following
rules:

apiVersion: networking.k8s.io/v1l

kind: NetworkPolicy

metadata:

name: newpod-network-policy

namespace: default

spec:

podSelector:

matchLabels:

app: kdsn00201-newpod

ingress:

- from:

- podSelector:

matchLabels:

app: web

- podSelector:

matchLabels:

app: storage

This policy will only allow incoming traffic to the pod with the label app=kdsn00201-newpod from pods with the label app=web or
app=storage. If you have different labels on your web and storage pods please update the matchLabels accordingly.
Once you have created the network policy, you can apply it to the cluster by running the following command:



kubectl apply -f <network-policy-file>.yaml

This will apply the network policy to the cluster, and the newpod will only be able to send and receive traffic to and from the web and
storage pods.

Please note that, NetworkPolicy resource is not available by default, you need to enable the NetworkPolicy feature on your Kubernetes
cluster. This feature is enabled by default on some clusters and must be explicitly enabled on others. You can check if NetworkPolicy is
available by running the command kubectl api-versions | grep networking

Also, you need to ensure that the pods that you want to allow traffic to and from are running on the same namespace.

Answer:

A
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