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Question 1
Question Type: MultipleChoice

You have previously deployed an Amazon Web Services (AWS) transit virtual private cloud (VPC) with a pair of FortiGate firewalls

(VM04 / c4.xlarge) as your security perimeter. You are beginning to see high CPU usage on the FortiGate instances.

Which action will fix this issue?

Options: 
A) Convert the c4.xlarge instances to m4.xlarge instances.

B) Migrate the transit VPNs to new and larger instances (VM08 / c4.2xlarge).

C) Convert from IPsec tunnels to generic routing encapsulation (GRE) tunnels, for the VPC peering connections.

D) Convert the transit VPC firewalls into an auto-scaling group and launch additional EC2 instances in that group.

Answer: 
D

Explanation: 



Multiple FortiGate-VM instances form an Auto Scaling group to provide highly efficient clustering at times of high workloads. FortiGate-

VM instances can be scaled out automatically according to predefined workload levels. https://docs.fortinet.com/document/fortigate-

public-cloud/6.2.0/aws-administration-guide/397979/deploying-auto-scaling-on-aws

Question 2
Question Type: MultipleChoice

Which two Amazon Web Services (AWS) topologies support east-west traffic inspection within the AWS cloud

by the FortiGate VM? (Choose two.)

Options: 
A) A single VPC deployment with multiple subnets and a NAT gateway

B) A single VPC deployment with multiple subnets

C) A multiple VPC deployment utilizing a transit VPC topology

D) A multiple VPC deployment utilizing a transit gateway

https://docs.fortinet.com/document/fortigate-public-cloud/6.2.0/aws-administration-guide/397979/deploying-auto-scaling-on-aws
https://docs.fortinet.com/document/fortigate-public-cloud/6.2.0/aws-administration-guide/397979/deploying-auto-scaling-on-aws
https://docs.fortinet.com/document/fortigate-public-cloud/6.2.0/aws-administration-guide/397979/deploying-auto-scaling-on-aws


Answer: 
C, D

Explanation: 
Multi-VPC design. AWS recommends segmenting networks at the VPC level. In this approach, workloads are grouped together at the

VPC level instead of the subnet level. All traffic between VPCs will be inspected by network security virtual firewalls at each VPC or at a

shared VPC. Design patterns such as Transit VPC or AWS Transit Gateway can be used to achieve this in an automated and scalable

fashion.

Question 3
Question Type: MultipleChoice

Refer to the exhibit.

Image not found or type unknown

Consider an active-passive HA deployment in Microsoft Azure. The exhibit shows an excerpt from the passive FortiGate-VM node.



If the active FortiGate-VM fails, what are the results of the API calls made by the FortiGate named

SSTENTAZFGT-0302? (Choose two.)

Options: 
A) SSTENTAZFGT-03-FloatingPIP is assigned to the IP configuration with the name SSTENTAZFGT- 0302-Nic-01, under the network

interface SSTENTAZFGT-0302-Nic-01

B) 172.29.32.71 is set as a next hop IP for all routes under FortigateUDR-01

C) The network interface of the active unit moves to itself

D) SSTENTAZFGT-03-FloatingPIP public IP is assigned to NIC SSTENTAZFGT-0302-Nic-01

Answer: 
A, B

Question 4
Question Type: MultipleChoice



Your company deploys FortiGate VM devices in high availability (HA) (active-active) mode with Microsoft Azure load balancers using the

Microsoft Azure ARM template. Your senior administrator instructs you to connect to one of the FortiGate devices and configure the

necessary firewall rules. However, you are not sure now to obtain the correct public IP address of the deployed FortiGate VM and

identify the access ports.

How do you obtain the public IP address of the FortiGate VM and identify the correct ports to access the device?

Options: 
A) In the configured load balancer, access the inbound NAT rules section.

B) In the configured load balancer, access the backend pools section.

C) In the configured load balancer, access the inbound and outbound NAT rules section.

D) In the configured load balancer, access the health probes section.

Answer: 
A

Explanation: 
From the resource group Overview page, click the external load balancer name to load it. From the navigation column, click Inbound

NAT Rules. https://docs.fortinet.com/document/fortigate-public-cloud/6.4.0/azure-administration-guide/889158/connecting-to-the-

fortigate-vm-instances

https://docs.fortinet.com/document/fortigate-public-cloud/6.4.0/azure-administration-guide/889158/connecting-to-the-fortigate-vm-instances
https://docs.fortinet.com/document/fortigate-public-cloud/6.4.0/azure-administration-guide/889158/connecting-to-the-fortigate-vm-instances
https://docs.fortinet.com/document/fortigate-public-cloud/6.4.0/azure-administration-guide/889158/connecting-to-the-fortigate-vm-instances


https://docs.microsoft.com/en-us/azure/virtual-machine-scale-sets/virtual-machine-scale-sets-networking#azure-virtual-machine-scale-

sets-with-azure-load-balancer

it is more economical and secure to associate a public IP address to a load balancer or to an individual virtual machine (also known as a

jumpbox), which then routes incoming connections to scale set virtual machines as needed (for example, through inbound NAT rules).

Question 5
Question Type: MultipleChoice

You have been asked to secure your organization's salesforce application that is running on Microsoft Azure, and find an effective

method for inspecting shadow IT activities in the organization. After an initial investigation, you find that many users access the

salesforce application remotely as well as on-premises.

Your goal is to find a way to get more visibility, control over shadow IT-related activities, and identify any data leaks in the salesforce

application.

Which three steps should you take to achieve your goal? (Choose three.)

Options: 

https://docs.microsoft.com/en-us/azure/virtual-machine-scale-sets/virtual-machine-scale-sets-networking
https://docs.microsoft.com/en-us/azure/virtual-machine-scale-sets/virtual-machine-scale-sets-networking


A) Deploy and configure FortiCASB with a Fortinet FortiCASB subscription license.

B) Configure FortiCASB and set up access rights, privileges, and data protection policies.

C) Use FortiGate, FortiGuard, and FortiAnalyzer solutions.

D) Deploy and configure FortiCWP with a workload guardian license.

E) Deploy and configure FortiGate with Security Fabric solutions, and FortiCWP with a storage guardian advance license.

Answer: 
A, B, C

Question 6
Question Type: MultipleChoice

A company deployed a FortiGate-VM with an on-demand license using Amazon Web Services (AWS) Market Place Cloud Formation

template. After deployment, the administrator cannot remember the default admin password.

What is the default admin password for the FortiGate-VM instance?

Options: 



A) The admin password cannot be recovered and the customer needs to deploy the FortiGate-VM again.

B) <blank>

C) admin

D) The instance-ID value

Answer: 
D
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