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Question 1

Question Type: MultipleChoice

What would happen if a port was placed in both the Forced Registration and the Forced Remediation port groups?

Options:

A- Only rogue hosts would be impacted.
B- Both enforcement groups cannot contain the same port.
C- Only al-risk hosts would be impacted.

D- Both types of enforcement would be applied.

Answer:

B

Question 2

Question Type: MultipleChoice




Which two of the following are required for endpoint compliance monitors? (Choose two.)

Options:

A- Persistent agent
B- Logged on user
C- Security rule

D- Custom scan

Answer:

A D

Explanation:

DirectDefense's analysis of FireEye Endpoint attests that the products help meet the HIPAA Security Rule.

In the menu on the left click the + sign next to Endpoint Compliance to open it.

https://docs.fortinet.com/document/fortinac/8.5.2/administration-guide/92047/add-or-modify-a-scan


https://docs.fortinet.com/document/fortinac/8.5.2/administration-guide/92047/add-or-modify-a-scan

Question 3

Question Type: MultipleChoice

In which view would you find who made modifications to a Group?

Options:

A- The Event Management view
B- The Security Events view
C- The Alarms view

D- The Admin Auditing view

Answer:

D

Explanation:

It's important to audit Group Policy changes in order to determine the details of changes made to Group Policies by delegated users.



Question 4

Question Type: MultipleChoice

Which three of the following are components of a security rule? (Choose three.)

Options:

A- Security String

B- Methods

C- Action

D- User or host profile

E- Trigger

Answer:

C,D,E

Question 5

Question Type: MultipleChoice




Where are logical network values defined?

Options:

A- In the model configuration view of each infrastructure device
B- In the port properties view of each port
C- On the profiled devices view

D- In the security and access field of each host record

Answer:

Question 6

Question Type: MultipleChoice

What would occur if both an unknown (rogue) device and a known (trusted) device simultaneously appeared on a port that is a member
of the Forced Registration port group?



Options:

A- The port would be provisioned for the normal state host, and both hosts would have access to that VLAN.
B- The port would not be managed, and an event would be generated.
C- The port would be provisioned to the registration network, and both hosts would be isolated.

D- The port would be administratively shut down.

Answer:

C
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