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Question 1
Question Type: MultipleChoice

External penetration testing is a traditional approach to penetration testing and is more focused on the servers, infrastructure and the

underlying software comprising the target. It involves a comprehensive analysis of publicly available information about the target, such

as Web servers, Mail servers, Firewalls, and Routers.

Which of the following types of penetration testing is performed with no prior knowledge of the site?

Options: 
A- Blue box testing

B- White box testing

C- Grey box testing



D- Black box testing

Answer: 
D

Question 2
Question Type: MultipleChoice

Meyer Electronics Systems just recently had a number of laptops stolen out of their office. On these laptopscontained sensitive

corporate information regarding patents and company strategies.

A month after the laptopswere stolen, a competing company was found to have just developed products that almost exactly

duplicatedproducts that Meyer produces.

What could have prevented this information from being stolen from the laptops?

Options: 
A- SDW Encryption

B- EFS Encryption



C- DFS Encryption

D- IPS Encryption

Answer: 
B

Question 3
Question Type: MultipleChoice

Kimberly is studying to be an IT security analyst at a vocational school in her town. The school offers manydifferent programming as well

as networking languages. What networking protocol language should she learnthat routers utilize?

Options: 
A- OSPF

B- BPG

C- ATM

D- UDP



Answer: 
A

Question 4
Question Type: MultipleChoice

Which of the following are the default ports used by NetBIOS service?

Options: 
A- 135, 136, 139, 445

B- 134, 135, 136, 137

C- 137, 138, 139, 140

D- 133, 134, 139, 142

Answer: 
A



Question 5
Question Type: MultipleChoice

The objective of this act was to protect consumers personal financial information held by financial institutionsand their service providers.

Options: 
A- HIPAA

B- Sarbanes-Oxley 2002

C- Gramm-Leach-Bliley Act

D- California SB 1386a

Answer: 
C

Question 6
Question Type: MultipleChoice



A firewall's decision to forward or reject traffic in network filtering is dependent upon which of the following?

Options: 
A- Destination address

B- Port numbers

C- Source address

D- Protocol used

Answer: 
D

Question 7
Question Type: MultipleChoice

Terri works for a security consulting firm that is currently performing a penetration test on First National Bank inTokyo. Terri's duties

include bypassing firewalls and switches to gain access to the network. Terri sends an IPpacket to one of the company's switches with

ACK bit and the source address of her machine set.



What is Territrying to accomplish by sending this IP packet?

Options: 
A- Poison the switch's MAC address table by flooding it with ACK bits

B- Enable tunneling feature on the switch

C- Trick the switch into thinking it already has a session with Terri's computer

D- Crash the switch with a DoS attack since switches cannot send ACK bits

Answer: 
C

Question 8
Question Type: MultipleChoice

The SnortMain () function begins by associating a set of handlers for the signals, Snort receives. It does this using the signal () function.

Which one of the following functions is used as a programspecific signal and the handler for this calls the DropStats() function to output

the current Snort statistics?



Options: 
A- SIGUSR1

B- SIGTERM

C- SIGINT

D- SIGHUP

Answer: 
A
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