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Question 1
Question Type: MultipleChoice

Identify the type of firewall represented in the diagram below:

Options: 
A- Stateful multilayer inspection firewall

B- Application level gateway



C- Packet filter

D- Circuit level gateway

Answer: 
A

Question 2
Question Type: MultipleChoice

The framework primarily designed to fulfill a methodical and organized way of addressing five threat classes to network and that can be

used to access, plan, manage, and maintain secure computers and communication networks is:

Options: 
A- Nortells Unified Security Framework

B- The IBM Security Framework

C- Bell Labs Network Security Framework

D- Microsoft Internet Security Framework



Answer: 
C

Question 3
Question Type: MultipleChoice

One of the steps in information gathering is to run searches on a company using complex keywords in Google.

Which search keywords would you use in the Google search engine to find all the PowerPoint presentations containing information

about a target company, ROCHESTON?

Options: 



A- ROCHESTON fileformat:+ppt

B- ROCHESTON ppt:filestring

C- ROCHESTON filetype:ppt

D- ROCHESTON +ppt:filesearch

Answer: 
C

Question 4
Question Type: MultipleChoice

Identify the injection attack represented in the diagram below:



Options: 
A- XPath Injection Attack

B- XML Request Attack

C- XML Injection Attack

D- Frame Injection Attack

Answer: 



C

Question 5
Question Type: MultipleChoice

Which one of the following 802.11 types has WLAN as a network support?

Options: 
A- 802.11b

B- 802.11-Legacy

C- 802.11n

D- 802.11g

Answer: 
C

Question 6



Question Type: MultipleChoice

What operating system would respond to the following command?

Options: 
A- Mac OS X

B- Windows XP

C- Windows 95

D- FreeBSD

Answer: 
D

Question 7
Question Type: MultipleChoice



Simon is a former employee of Trinitron XML Inc. He feels he was wrongly terminated and wants to hack intohis former company's

network. Since Simon remembers some of the server names, he attempts to run theAXFR and IXFR commands using DIG.

What is Simon trying to accomplish here?

Options: 
A- Enumerate all the users in the domain

B- Perform DNS poisoning

C- Send DOS commands to crash the DNS servers

D- Perform a zone transfer

Answer: 
D

Question 8
Question Type: MultipleChoice

Which one of the following tools of trade is a commercial shellcode and payload generator written in Python by Dave Aitel?



Options: 
A- Microsoft Baseline Security Analyzer (MBSA)

B- CORE Impact

C- Canvas

D- Network Security Analysis Tool (NSAT)

Answer: 
C

Question 9
Question Type: MultipleChoice

Snort, an open source network-based intrusion detection sensor, is the most widely installed NIDS in the world. It can be configured to

run in the four modes. Which one of the following modes reads the packets off the network and displays them in a continuous stream on

the console (screen)?



Options: 
A- Packet Sniffer Mode

B- Packet Logger Mode

C- Network Intrusion Detection System Mode

D- Inline Mode

Answer: 
A

Question 10
Question Type: MultipleChoice

Wireless communication allows networks to extend to places that might otherwise go untouched by the wired networks. When most

people say 'Wireless' these days, they are referring to one of the 802.11 standards. There are three main 802.11 standards: B, A, and G.

Which one of the following 802.11 types uses DSSS Modulation, splitting the 2.4ghz band into channels?

Options: 



A- 802.11b

B- 802.11g

C- 802.11-Legacy

D- 802.11n

Answer: 
A

Question 11
Question Type: MultipleChoice

Metasploit framework in an open source platform for vulnerability research, development, and penetration testing. Which one of the

following metasploit options is used to exploit multiple systems at once?

Options: 
A- NinjaDontKill

B- NinjaHost



C- RandomNops

D- EnablePython

Answer: 
A

Question 12
Question Type: MultipleChoice

What does ICMP Type 3/Code 13 mean?

Options: 
A- Host Unreachable

B- Port Unreachable

C- Protocol Unreachable

D- Administratively Blocked



Answer: 
D
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