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Question 1
Question Type: MultipleChoice

Variables are used to define parameters for detection, specifically those of your local network and/or specific servers or ports for

inclusion or exclusion in rules. These are simple substitution variables set with the var keyword.

Which one of the following operator is used to define meta-variables?

Options: 
A- ''$''

B- ''#''

C- ''*''

D- ''?''

Answer: 
A

Question 2



Question Type: MultipleChoice

Logs are the record of the system and network activities. Syslog protocol is used for delivering log information across an IP network.

Syslog messages can be sent via which one of the following?

Options: 
A- UDP and TCP

B- TCP and SMTP

C- SMTP

D- UDP and SMTP

Answer: 
A

Question 3
Question Type: MultipleChoice

How many possible sequence number combinations are there in TCP/IP protocol?



Options: 
A- 320 billion

B- 32 million

C- 4 billion

D- 1 billion

Answer: 
C

Question 4
Question Type: MultipleChoice

In which of the following firewalls are the incoming or outgoing packets blocked from accessing services for which there is no proxy?

Options: 



A- Circuit level firewalls

B- Packet filters firewalls

C- Stateful multilayer inspection firewalls

D- Application level firewalls

Answer: 
D

Question 5
Question Type: MultipleChoice

Amazon, an IT based company, conducts a survey on the usage of the Internet. They found that company employees spend most of the

time at work surfing the web for their personal use and for inappropriate web site viewing. Management decide to block all such web

sites using URL filtering software.



How can employees continue to see the blocked websites?

Options: 
A- Using session hijacking

B- Using proxy servers

C- Using authentication

D- Using encryption

Answer: 
B

Question 6
Question Type: MultipleChoice

Identify the port numbers used by POP3 and POP3S protocols.

Options: 



A- 113 and 981

B- 111 and 982

C- 110 and 995

D- 109 and 973

Answer: 
C

Question 7
Question Type: MultipleChoice

The first phase of the penetration testing plan is to develop the scope of the project in consultation with the client. Pen testing test

components depend on the client's operating environment, threat perception, security and compliance requirements, ROE, and budget.

Various components need to be considered for testing while developing the scope of the project.



Which of the following is NOT a pen testing component to be tested?

Options: 
A- System Software Security

B- Intrusion Detection

C- Outside Accomplices

D- Inside Accomplices

Answer: 
C
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