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Question 1
Question Type: MultipleChoice

Which one of the following is a useful formatting token that takes an int * as an argument, and writes the number of bytes already written,

to that location?

Options: 
A- ''%n''

B- ''%s''

C- ''%p''

D- ''%w''

Answer: 
A

Question 2
Question Type: MultipleChoice



In Linux, what is the smallest possible shellcode?

Options: 
A- 800 bytes

B- 8 bytes

C- 80 bytes

D- 24 bytes

Answer: 
D

Question 3
Question Type: MultipleChoice

Before performing the penetration testing, there will be a pre-contract discussion with different pen-testers (the team of penetration

testers) to gather a quotation to perform pen testing.



Which of the following factors is NOT considered while preparing a price quote to perform pen testing?

Options: 
A- Total number of employees in the client organization

B- Type of testers involved

C- The budget required

D- Expected time required to finish the project

Answer: 



A

Question 4
Question Type: MultipleChoice

Kyle is performing the final testing of an application he developed for the accounting department. His last round of testing is to ensure

that the program is as secure as possible. Kyle runs the following command. What is he testing at this point?

include 

#include 

int main(int argc, char *argv[])

{

char buffer[10];

if (argc 

{

fprintf(stderr, "USAGE: %s string\n", argv[0]);

return 1;



}

strcpy(buffer, argv[1]);

return 0;

}

Options: 
A- Buffer overflow

B- Format string bug

C- Kernal injection

D- SQL injection

Answer: 
A

Question 5
Question Type: MultipleChoice



DNS information records provide important data about:

Options: 
A- Phone and Fax Numbers

B- Location and Type of Servers

C- Agents Providing Service to Company Staff

D- New Customer

Answer: 
B

Question 6
Question Type: MultipleChoice

Larry is an IT consultant who works for corporations and government agencies. Larry plans on shutting down the city's network using

BGP devices and Zombies? What type of Penetration Testing is Larry planning to carry out?



Options: 
A- Internal Penetration Testing

B- Firewall Penetration Testing

C- DoS Penetration Testing

D- Router Penetration Testing

Answer: 
C
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