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Question 1

Question Type: MultipleChoice

Why is compliance important for the reliability of the information?

Options:

A- Compliance is another word for reliability. So, if a company indicates that it is compliant, it
means that the information is managed properly.

B- By meeting the legislative requirements and the regulations of both the government and
internal management, an organization shows that it manages its information in a sound
manner.

C- When an organization employs a standard such as the ISO/IEC 27002 and uses it
everywhere, it is compliant and therefore it guarantees the reliability of its information.

D- When an organization is compliant, it meets the requirements of privacy legislation and, in
doing so, protects the reliability of its information.

Answer:

B



Question 2

Question Type: MultipleChoice

A non-human threat for computer systems is a flood. In which situation is a flood always a

relevant threat?

Options:

A- If the risk analysis has not been carried out.
B- When computer systems are kept in a cellar below ground level.
C- When the computer systems are not insured.

D- When the organization is located near a river.

Answer:

B

Question 3

Question Type: MultipleChoice




What is the most important reason for applying segregation of duties?

Options:

A- Segregation of duties makes it clear who is responsible for what.

B- Segregation of duties ensures that, when a person is absent, it can be investigated whether he
or she has been committing fraud.

C- Tasks and responsibilities must be separated in order to minimize the opportunities for
business assets to be misused or changed, whether the change be unauthorized or
unintentional.

D- Segregation of duties makes it easier for a person who is ready with his or her part of the work
to take time off or to take over the work of another person.

Answer:

C

Question 4

Question Type: MultipleChoice




What is the definition of the Annual Loss Expectancy?

Options:

A- The Annual Loss Expectancy is the amount of damage that can occur as a result of an incident
during the year.

B- The Annual Loss Expectancy is the size of the damage claims resulting from not having
carried out risk analyses effectively.

C- The Annual Loss Expectancy is the average damage calculated by insurance companies for
businesses in a country.

D- The Annual Loss Expectancy is the minimum amount for which an organization must insure
itself.

Answer:

A

Question 5

Question Type: MultipleChoice




Some threats are caused directly by people, others have a natural cause. What is an example of

an intentional human threat?

Options:

A- Lightning strike
B- Arson
C- Flood

D- Loss of a USB stick

Answer:

Question 6

Question Type: MultipleChoice

Which of these is not malicious software?



Options:

A- Phishing
B- Spyware
C- Virus
D- Worm

Answer:

A

Question 7

Question Type: MultipleChoice

In most organizations, access to the computer or the network is granted only after the user has
entered a correct username and password. This process consists of 3 steps: identification,

authentication and authorization. What is the purpose of the second step, authentication?

Options:




A- In the second step, you make your identity known, which means you are given access to the
system.

B- The authentication step checks the username against a list of users who have access to the
system.

C- The system determines whether access may be granted by determining whether the token
used is authentic.

D- During the authentication step, the system gives you the rights that you need, such as being
able to read the data in the system.

Answer:
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