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Question 1

Question Type: MultipleChoice

Which two statements about Security Fabric integration with FortiManager are true? (Choose two.)

Options:

A- The Fabric View module enables you to generate the Security Fabric ratings for Security Fabric devices.
B- The Security Fabric settings are part of the device-level settings.
C- The Fabric View module enables you to view the Security Fabric ratings for Security Fabric devices.

D- The Security Fabric license, group name, and password are required for the FortiManager Security Fabric integration.

Answer:

B, C

Question 2

Question Type: MultipleChoice




Which two items are included in the FortiManager backup? (Choose two.)

Options:

A- All devices
B- Firmware images
C- FortiGuard database

D- Flash configuration

Answer:

A D

Question 3

Question Type: MultipleChoice

What is a characteristic of the FortiManager high availability (HA) feature?



Options:

A- When a secondary unit is removed, FortiManager updates the managed devices using TCP port 5199.
B- The primary unit synchronizes all configuration revision with the seconday units.
C- All secondary units must be in the same network as the primary unit.

D- Each cluster member must be upgraded manually, starting with the primary unit.

Answer:

B

Question 4

Question Type: MultipleChoice

Which APl method is used to create objects or overwrite existing ones?

Options:

A- Set



B- Add
C- Exec
D- Update

Answer:

A

Question 5

Question Type: MultipleChoice

An administrator is in the process of copying a system template profile between ADOMs by running the following command: execute
fmprofile import-profile ADOM2 3547 /tmp/myfile Where does this command import the system template profile from?

Options:

A- FortiManager file system
B- ADOM2 object database
C- ADOM2 device database



D- Source ADOM policy database

Answer:

Question 6

Question Type: MultipleChoice

Refer to the exhibit.

NAT Device

FortiManager NATed IP address

config system admin setting
set mgmt-addr <FMG_NATed IP address>

FortiManager FortiGate

An administrator is about to add the FortiGate device to FortiManager using the discovery process.



FortiManager is operating behind a NAT device, and the administrator configured the FortiManager NATed IP address under the
FortiManager system administration settings.

What is the expected result?

Options:

A- During discovery. FortiManager uses only the FortiGate serial number to establish the connection.
B- During discovery, FortiManager sets both the FortiManager NATed IP address and NAT device IP address on FortiGate.
C- During discovery. FortiManager sets the NATed device IP address on FortiGate.

D- During discovery, FortiManager sets the FortiManager NATed IP address on FortiGate.

Answer:

Question 7

Question Type: MultipleChoice

What must you consider before deciding to use FortiManager to manage a FortiAnalyzer device?



Options:

A- Confirm that FortiManager has enough storage capacity for the expected logs.
B- Ensure that FortiAnalyzer features are installed in advance.
C- Check whether FortiManager is part of a high availability (HA) cluster.

D- Determine whether the VDOMs of the same FortiGate will be assigned to different ADOMSs.

Answer:

B

Question 8

Question Type: MultipleChoice

Refer to the exhibit which shows the Download Import Report.



Start to import config from device(Remote-FortiGate) vdom(root) to
adom(root), package(Remote-FortiGate_root)

"firewall address",SKIPPED,"(name=all, 0id=2309, DUPLICATE)"

"firewall address",FAIL,"(name=REMOTE_SUBNET, oid=2311,
reason=interface((firewall address:REMOTE_SUBNET) any<-port6) binding
fail)”

"firewall policy",FAIL,"(name=1, 0id=3070, reason=interface(interface binding
contradiction. detail: (firewall address:REMOTE_SUBNET) any<-port6) binding
fail)"

Why is FortiManager failing to import firewall policy ID 1?

Options:

A- Policy ID 1 is configured from the interface any to port6. FortiManager rejects the request to import this policy because the any
interface does not exist on FortiManager

B- Policy ID 1 for this managed FortiGate already exists on FortiManager in the policy package named Remote-FortlGate.

C- Policy ID 1 has an address object that already exists in the ADOM database with any as the interface association, and conflicts with
the address object interface association locally on FortiGate.

D- Policy ID 1 does not have the ADOM Interface mapping configured on FortiManager.



Answer:

Question 9

Question Type: MultipleChoice

Which configuration setting for FortiGate is part o an ADOM-level database on FortiManager?

Options:

A- NSX-T Service Template
B- Routing
C- SNMP

D- Security profiles

Answer:

B
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