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Question 1
Question Type: MultipleChoice

Which statements are true regarding securing communications between FortiAnalyzer and FortiGate with SSL? (Choose two.)

Options: 
A- SSL is the default setting.

B- SSL communications are auto-negotiated between the two devices.

C- SSL can send logs in real-time only.

D- SSL encryption levels are globally set on FortiAnalyzer.

E- FortiAnalyzer encryption level must be equal to, or higher than, FortiGate.

Answer: 
A, D

Question 2
Question Type: MultipleChoice



Which statements are true of Administrative Domains (ADOMs) in FortiAnalyzer? (Choose two.)

Options: 
A- ADOMs are enabled by default.

B- ADOMs constrain other administrator's access privileges to a subset of devices in the device list.

C- Once enabled, the Device Manager, FortiView, Event Management, and Reports tab display per ADOM.

D- All administrators can create ADOMs--not just the admin administrator.

Answer: 
B, C

Question 3
Question Type: MultipleChoice

By default, what happens when a log file reaches its maximum file size?



Options: 
A- FortiAnalyzer overwrites the log files.

B- FortiAnalyzer stops logging.

C- FortiAnalyzer rolls the active log by renaming the file.

D- FortiAnalyzer forwards logs to syslog.

Answer: 
C

Question 4
Question Type: MultipleChoice

FortiAnalyzer centralizes which functions? (Choose three)

Options: 
A- Network analysis



B- Graphical reporting

C- Content archiving / data mining

D- Vulnerability assessment

E- Security log analysis / forensics

Answer: 
B, C, E

Question 5
Question Type: MultipleChoice

Which tabs do not appear when FortiAnalyzer is operating in Collector mode?

Options: 
A- FortiView

B- Event Management

C- Device Manger



D- Reporting

Answer: 
B

Question 6
Question Type: MultipleChoice

Which statements are correct regarding FortiAnalyzer reports? (Choose two)

Options: 
A- FortiAnalyzer provides the ability to create custom reports.

B- FortiAnalyzer glows you to schedule reports to run.

C- FortiAnalyzer includes pre-defined reports only.

D- FortiAnalyzer allows reporting for FortiGate devices only.

Answer: 



A, B

Question 7
Question Type: MultipleChoice

What are the operating modes of FortiAnalyzer? (Choose two)

Options: 
A- Standalone

B- Manager

C- Analyzer

D- Collector

Answer: 
C, D
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