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Question 1
Question Type: MultipleChoice

Which of the following is not an example of a cyber-crime?

Options: 
A- Fraud achieved by the manipulation of the computer records

B- Firing an employee for misconduct

C- Deliberate circumvention of the computer security systems

D- Intellectual property theft, including software piracy

Answer: 
B

Question 2
Question Type: MultipleChoice



The Recycle Bin is located on the Windows desktop. When you delete an item from the hard disk, Windows sends that deleted item to

the Recycle Bin and the icon changes to full from empty, but items deleted from removable media, such as a floppy disk or network

drive, are not stored in the Recycle Bin.

What is the size limit for Recycle Bin in Vista and later versions of the Windows?

Options: 
A- No size limit

B- Maximum of 3.99 GB

C- Maximum of 4.99 GB

D- Maximum of 5.99 GB

Answer: 
A

Question 3
Question Type: MultipleChoice



Router log files provide detailed Information about the network traffic on the Internet. It gives information about the attacks to and from

the networks. The router stores log files in the____________.

Options: 
A- Router cache

B- Application logs

C- IDS logs

D- Audit logs

Answer: 
A

Question 4
Question Type: MultipleChoice

Identify the attack from following sequence of actions?

Step 1: A user logs in to a trusted site and creates a new session



Step 2: The trusted site stores a session identifier for the session in a cookie in the web browser

Step 3: The user is tricked to visit a malicious site

Step 4: the malicious site sends a request from the user's browser using his session cookie

Options: 
A- Web Application Denial-of-Service (DoS) Attack

B- Cross-Site Scripting (XSS) Attacks

C- Cross-Site Request Forgery (CSRF) Attack

D- Hidden Field Manipulation Attack

Answer: 
C

Question 5
Question Type: MultipleChoice



Steganography is a technique of hiding a secret message within an ordinary message and extracting it at the destination to maintain the

confidentiality of data.

Options: 
A- True

B- False

Answer: 
A

Question 6
Question Type: MultipleChoice

Which of the following Wi-Fi chalking methods refers to drawing symbols in public places to advertise open Wi-Fi networks?

Options: 



A- WarWalking

B- WarFlying

C- WarChalking

D- WarDhving

Answer: 
C

Question 7
Question Type: MultipleChoice

If the partition size Is 4 GB, each cluster will be 32 K. Even If a file needs only 10 K, the entire 32 K will be allocated, resulting In 22 K

of___________.

Options: 
A- Slack space

B- Deleted space



C- Cluster space

D- Sector space

Answer: 
A

Question 8
Question Type: MultipleChoice

Dumpster Diving refers to:

Options: 
A- Searching for sensitive information in the user's trash bins and printer trash bins, and searching the user's desk for sticky notes

B- Looking at either the user's keyboard or screen while he/she is logging in

C- Convincing people to reveal the confidential information

D- Creating a set of dictionary words and names, and trying all the possible combinations to crack the password



Answer: 
A
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