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Question 1

Question Type: MultipleChoice

Which of the following is an information security management system standard published by the International Organization for
Standardization?

Options:

A-1S09008
B-1S027001
C-1S05501
D- 15022301

Answer:

B

Question 2

Question Type: MultipleChoice




Four types of Data Classification (Choose two)

Options:

A- Restricted Data, Confidential Data
B- Project Data, Highly Confidential Data
C- Financial Data, Highly Confidential Data

D- Unrestricted Data, Highly Confidential Data

Answer:

A D

Question 3

Question Type: MultipleChoice

Which of the following does a lack of adequate security controls represent?



Options:

A- Asset

B- Vulnerability
C- Impact

D- Threat

Answer:

B

Question 4

Question Type: MultipleChoice

Access Control System, CCTV and security guards are form of:

Options:

A- Environment Security



B- Access Control
C- Physical Security

D- Compliance

Answer:

C

Question 5

Question Type: MultipleChoice

We can leave laptops during weekdays or weekends in locked bins.

Options:

A- True

B- False

Answer:




Question 6

Question Type: MultipleChoice

An employee caught with offense of abusing the internet, such as P2P file sharing or video/audio streaming, will not receive a warning
for committing such act but will directly receive an IR.

Options:

A-True

B- False

Answer:

A

Question 7

Question Type: MultipleChoice




What controls can you do to protect sensitive data in your computer when you go out for lunch?

Options:

A- You activate your favorite screen-saver

B- You are confident to leave your computer screen as is since a password protected screensaver is installed and it is set to activate
after 10 minutes of inactivity

C- You lock your computer by pressing Windows+L or CTRL-ALT-DELETE and then click 'Lock Computer'.

D- You turn off the monitor

Answer:

C

Question 8

Question Type: MultipleChoice

There is a scheduled fire drill in your facility. What should you do?



Options:

A- Participate in the drill
B- Excuse yourself by saying you have an urgent deliverable
C- Call in sick

D- None of the above

Answer:

A
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