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Question 1

Question Type: MultipleChoice

What type of system ensures a coherent Information Security organisation?

Options:

A- Federal Information Security Management Act (FISMA)
B- Information Technology Service Management System (ITSM)
C- Information Security Management System (ISMS)

D- Information Exchange Data System (IEDS)

Answer:

C

Question 2

Question Type: MultipleChoice




As a new member of the IT department you have noticed that confidential information has been leaked several times. This may damage
the reputation of the company. You have been asked to propose an

organisational measure to protect laptop computers. What is the first step in a structured approach to come up with this measure?

Options:

A- Appoint security staff
B- Encrypt all sensitive information
C- Formulate a policy

D- Set up an access control procedure

Answer:

C

Question 3

Question Type: MultipleChoice

Which of the following is a technical security measure?



Options:

A- Encryption
B- Security policy
C- Safe storage of backups

D- User role profiles.

Answer:

A

Question 4

Question Type: MultipleChoice

Which threat could occur if no physical measures are taken?

Options:




A- Unauthorised persons viewing sensitive files
B- Confidential prints being left on the printer
C- A server shutting down because of overheating

D- Hackers entering the corporate network

Answer:

C

Question 5

Question Type: MultipleChoice

In what part of the process to grant access to a system does the user present a token?

Options:

A- Authorisation
B- Verification

C- Authentication



D- Identification

Answer:

Question 6

Question Type: MultipleChoice

What is the security management term for establishing whether someone's identity is correct?

Options:

A- ldentification
B- Authentication
C- Authorisation

D- Verification

Answer:




Question 7

Question Type: MultipleChoice

Why do we need to test a disaster recovery plan regularly, and keep it up to date?

Options:

A- Otherwise the measures taken and the incident procedures planned may not be adequate
B- Otherwise it is no longer up to date with the registration of daily occurring faults

C- Otherwise remotely stored backups may no longer be available to the security team

Answer:

A

Question 8

Question Type: MultipleChoice




What type of compliancy standard, regulation or legislation provides a code of practice for information security?

Options:

A- ISO/IEC 27002
B- Personal data protection act
C- Computer criminality act

D- IT Service Management

Answer:

Question 9

Question Type: MultipleChoice

What is a definition of compliance?



Options:

A- Laws, considered collectively or the process of making or enacting laws
B- The state or fact of according with or meeting rules or standards
C- An official or authoritative instruction

D- A rule or directive made and maintained by an authority.

Answer:

B

Question 10

Question Type: MultipleChoice

What type of legislation requires a proper controlled purchase process?

Options:

A- Personal data protection act



B- Computer criminality act
C- Government information act

D- Intellectual property rights act

Answer:

D
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