
Free Questions for ISO27-13-001 by vceexamstest

Shared by Hubbard on 24-05-2024

For More Free Questions and Preparation Resources

Check the Links on Last Page



Question 1
Question Type: MultipleChoice

What type of measure involves the stopping of possible consequences of security incidents?

Options: 
A- Corrective

B- Detective

C- Repressive

D- Preventive

Answer: 
C

Question 2
Question Type: MultipleChoice



After a devastating office fire, all staff are moved to other branches of the company. At what moment in the incident management

process is this measure effectuated?

Options: 
A- Between incident and damage

B- Between detection and classification

C- Between recovery and normal operations

D- Between classification and escalation

Answer: 
A

Question 3
Question Type: MultipleChoice

What is the purpose of an Information Security policy?



Options: 
A- An information security policy makes the security plan concrete by providing the necessary details

B- An information security policy provides insight into threats and the possible consequences

C- An information security policy provides direction and support to the management regarding information security

D- An information security policy documents the analysis of risks and the search for countermeasures

Answer: 
C

Question 4
Question Type: MultipleChoice

Someone from a large tech company calls you on behalf of your company to check the health of your PC, and therefore needs your user-

id and password. What type of threat is this?

Options: 
A- Social engineering threat



B- Organisational threat

C- Technical threat

D- Malware threat

Answer: 
A

Question 5
Question Type: MultipleChoice

Backup media is kept in the same secure area as the servers. What risk may the organisation be exposed to?

Options: 
A- Unauthorised persons will have access to both the servers and backups

B- Responsibility for the backups is not defined well

C- After a fire, the information systems cannot be restored

D- After a server crash, it will take extra time to bring it back up again



Answer: 
C

Question 6
Question Type: MultipleChoice

Which of the following is a possible event that can have a disruptive effect on the reliability of information?

Options: 
A- Threat

B- Risk

C- Vulnerability

D- Dependency

Answer: 
A



Question 7
Question Type: MultipleChoice

Which reliability aspect of information is compromised when a staff member denies having sent a message?

Options: 
A- Confidentiality

B- Integrity

C- Availability

D- Correctness

Answer: 
B

Question 8
Question Type: MultipleChoice



Often, people do not pick up their prints from a shared printer. How can this affect the confidentiality of information?

Options: 
A- Confidentiality cannot be guaranteed

B- Integrity cannot be guaranteed

C- Authenticity cannot be guaranteed

D- Availability cannot be guaranteed

Answer: 
A

Question 9
Question Type: MultipleChoice

A hacker gains access to a web server and reads the credit card numbers stored on that server. Which security principle is violated?



Options: 
A- Availability

B- Confidentiality

C- Integrity

D- Authenticity

Answer: 
B

Question 10
Question Type: MultipleChoice

Which of the following factors does NOT contribute to the value of data for an organisation?

Options: 
A- The correctness of data



B- The indispensability of data

C- The importance of data for processes

D- The content of data

Answer: 
D

Question 11
Question Type: MultipleChoice

How are data and information related?

Options: 
A- Data is a collection of structured and unstructured information

B- Information consists of facts and statistics collected together for reference or analysis

C- When meaning and value are assigned to data, it becomes information



Answer: 
C

Question 12
Question Type: MultipleChoice

In which order is an Information Security Management System set up?

Options: 
A- Implementation, operation, maintenance, establishment

B- Implementation, operation, improvement, maintenance

C- Establishment, implementation, operation, maintenance

D- Establishment, operation, monitoring, improvement

Answer: 
C
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