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Question 1

Question Type: MultipleChoice

You are the Network Administrator for a company that frequently exchanges confidential emails without outside parties (clients, vendors,
etc.). You want those emails to be encrypted; however, you want the least difficulty in the encryption process. Which of the following
should you choose?

Options:

A- DES
B- MD5
C- Asymmetric Encryption

D- Symmetric Encryption

Answer:

Question 2




Question Type: MultipleChoice

You work as a Network Administrator for Tech Perfect Inc. The company has a Windows Active Directory-based single domain single
forest network. The functional level of the forest is Windows Server 2003. The company has recently provided fifty laptops to its sales
team members. You are required to configure an 802.11 wireless network for the laptops. The sales team members must be able to use
their data placed at a server in a cabled network. The planned network should be able to handle the threat of unauthorized access and
data interception by an unauthorized user. You are also required to prevent the sales team members from communicating directly to one
another. Which of the following actions will you take to accomplish the task?

Each correct answer represents a complete solution. Choose all that apply.

Options:

A- Implement the IEEE 802.1X authentication for the wireless network.

B- Configure the wireless network to use WEP encryption for the data transmitted over a wireless network.

C- Implement the open system authentication for the wireless network.

D- Using group policies, configure the network to allow the wireless computers to connect to the ad hoc networks only.

E- Using group policies, configure the network to allow the wireless computers to connect to the infrastructure networks only.

Answer:

A B, E



Question 3

Question Type: OrderList

Select and move the correct security features for the IPSec configuration option, from the right column to the left.

Click the Exhibit button on the toolbar to see the case study.
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Question 4




Question Type: MultipleChoice

What is another term that can be assigned to the pre-program analysis and research to determine if a program should be initiated?

Options:

A- Business case creation
B- Feasibility study creation
C- Program scope statement definition

D- Program charter creation

Answer:

B

Question 5

Question Type: MultipleChoice

Which of the following tools is a Windows-based commercial wireless LAN analyzer for IEEE 802.11b and supports all high level
protocols such as TCP/IP, NetBEUI, and IPX?



Options:

A- John the Ripper
B- Cheops-ng
C- AiroPeek

D- Sam Spade

Answer:

C

Question 6

Question Type: MultipleChoice

Which of the following U.S. Federal laws addresses computer crime activities in communication lines, stations, or systems?

Options:




A-18 U.S.C. 2510
B- 18 U.S.C. 1362
C-18 U.S.C. 1030
D- 18 U.S.C. 2701
E- 18 U.S.C. 1029

Answer:

Question 7

Question Type: MultipleChoice

Which of the following viruses masks itself from applications or utilities to hide itself by detection of anti-virus software?

Options:

A- Macro virus

B- Stealth virus



C- E-mail virus

D- Polymorphic virus

Answer:

B

Question 8

Question Type: MultipleChoice

Which of the following protocols is used for destination and error reporting functions in datagram processing?

Options:

A- PPP
B- SRP
C-NTP
D- ICMP



Answer:

Question 9

Question Type: MultipleChoice

Complete the following sentence: Quality control is a(n) process while quality assurance is a(n)

process.

Options:

A- Inspection, costly
B- Management, inspection
C- Inspection, prevention

D- Prevention, inspection.

Answer:

C



Question 10

Question Type: MultipleChoice

Victor works as a professional Ethical Hacker for SecureEnet Inc. He wants to scan the wireless network of the company. He uses a tool
that is a free open-source utility for network exploration.

The tool uses raw IP packets to determine the following:

* What ports are open on our network systems.

* What hosts are available on the network.

* |dentify unauthorized wireless access points.

* What services (application name and version) those hosts are offering.
* What operating systems (and OS versions) they are running.

* What type of packet filters/firewalls are in use.

Which of the following tools is Victor using?

Options:




A- Nmap
B- Sniffer
C- Kismet

D- Nessus

Answer:

A

Question 11

Question Type: MultipleChoice

Which of the following are the algorithms contained by the digital signature policy?

Each correct answer represents a complete solution. Choose all that apply.

Options:

A- Information validation



B- Signing
C- Signature verifying

D- Key Generation

Answer:

B,C,D
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