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Question 1
Question Type: MultipleChoice

The objective of this standard is to limit physical access to information systems and facilities:

Options: 
A- Information Access Management

B- Facility Access Controls

C- Person or Entity Authentication

D- Workstation Use

E- Security Management Process

Answer: 
B

Question 2
Question Type: MultipleChoice



The Facility Security Plan implementation specification is associated with which Security Rule standard?

Options: 
A- Facility Access Control

B- Contingency Plan

C- Security Management

D- Device and Media Controls

E- Access Controls

Answer: 
A

Question 3
Question Type: MultipleChoice

This implementation specification addresses control of access to software programs for testing and revision.



Options: 
A- Access Control and Validation Procedures.

B- Facility Security Plan

C- Workstation Use

D- Person or Entity Authentication

E- Contingency Plan

Answer: 
A

Question 4
Question Type: MultipleChoice

Disposal and Accountability are implementation specifications of:

Options: 



A- Security Incident Procedures

B- Device and Media Controls

C- Testing and Revision

D- Termination Procedures

E- Physical Access Controls

Answer: 
B

Question 5
Question Type: MultipleChoice

This is a standard within Physical Safeguards

Options: 
A- Contingency Operations

B- Workstation Use



C- Security Incident Management

D- Disaster Recovery

E- Disposal

Answer: 
B

Question 6
Question Type: MultipleChoice

Media Re-use is a required implementation specification associated with which security standard?

Options: 
A- Facility Access Controls

B- Workstation Use

C- Workstation Security

D- Device and Media Controls



E- Access Control

Answer: 
D

Question 7
Question Type: MultipleChoice

This HIPAA security category covers the use of locks, keys and administrative measures used to control access to computer systems:

Options: 
A- Technical Safeguards

B- Technical Services

C- Physical Security Policy

D- Administrative Safeguards

E- Physical Safeguards



Answer: 
E

Question 8
Question Type: MultipleChoice

This standard addresses restricting physical access to electronic PHI data through interface devices to authorized users:

Options: 
A- Facility Security Plan

B- Person or Entity Authentication

C- Workstation Security

D- Contingency Plan

E- Access Control

Answer: 
C



Question 9
Question Type: MultipleChoice

A required implementation specification of the contingency plan standard is:

Options: 
A- Chain of Trust Agreement

B- Applications and Data Criticality Analysis

C- Security Training

D- Disaster Recovery Plan

E- Internal Audit

Answer: 
D

Question 10
Question Type: MultipleChoice



Documented instructions for responding to and reporting security violations are referred to as:

Options: 
A- Business Associate agreement

B- Security Incident Procedures

C- Non-repudiation

D- Sanction Policy

E- Risk Management

Answer: 
B

Question 11
Question Type: MultipleChoice

This is a program that is a type of malicious code. It is unauthorized code that is contained within a legitimate program and performs

functions unknown to the user.



Options: 
A- Trojan horse

B- Distributed Denial of Service

C- Stealth virus

D- Polymorphic virus

E- Denial of Service

Answer: 
A
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