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Question 1
Question Type: MultipleChoice

Information security precautions include both management and technical measures. Which of the following measures is not a

precautionary method for information security technology?

Options: 
A- Information security training for employees

B- Scan the server for vulnerabilities

C- Authenticate employees

D- Turn on the anti-virus function on the firewall

Answer: 
C

Question 2
Question Type: MultipleChoice



If foreign criminals use the Internet to steal my country's state secrets, what kind of early warning will the state initiate?

Options: 
A- Orange Alert

B- Yellow Alert

C- Blue Alert

D- Red Alert

Answer: 
A

Question 3
Question Type: MultipleChoice

Which of the following is not a type of digital certificate?



Options: 
A- Local certificate

B- Terminal certificate

C- Self-signed certificate

D- Device local certificate

Answer: 
D

Question 4
Question Type: MultipleChoice

The company administrator uses the ping command to test the connectivity of the network. If he needs to specify the source address of

the ehco-request message, what are the additional parameters he needs?

Options: 
A- -i



B- -a

C- -C

D- -f

Answer: 
C

Question 5
Question Type: MultipleChoice

Which of the following descriptions about the characteristics of the HWTACACS protocol is wrong?

Options: 
A- Use UDP protocol

B- Separation of Authentication and Authorization

C- In addition to the standard HWTACACS header. Encrypt all the message body

D- Suitable for conducting security controls.



Answer: 
A

Question 6
Question Type: MultipleChoice

Regarding NAT technology, which of the following descriptions is correct?

Options: 
A- The internal network server of the NAT network cannot be accessed by external network users. Therefore, if a server that needs to

provide external services is deployed, be sure to assign an independent public network address to the server.

B- NAT reduces the difficulty of network monitoring

C- NAT technology can only achieve one-to-one address conversion, but cannot achieve address multiplexing

D- NAT can hide more intranet IP addresses

Answer: 
D



Question 7
Question Type: MultipleChoice

The CA certificate is the certificate of the CA itself. If there is no multi-level CA in the PKI system, the original certificate of the CA is a

self-signed certificate; if there are multiple levels of CA, it will form a CA hierarchy. The top CA is the root CA, which has A CA' self-

signed certificate.

Options: 
A- True

B- False

Answer: 
A

Question 8
Question Type: MultipleChoice



Regarding NAT technology. Which of the following descriptions is false?

Options: 
A- In Huawei firewalls, source NAT technology refers to the translation of the source address in the IP header of the connection that

initiates the connection.

B- In the Huawei firewall, Easy IP directly uses the public network address of the interface as the translated address, and does not need

to configure a NAT address pool.

C- In Huawei firewalls, the NAT No-PAT technology needs to be implemented by configuring a NAT address pool.

D- In Huawei firewalls, the only NAT technology with port translation is NAPT.

Answer: 
D

Question 9
Question Type: MultipleChoice

Which of the following angles should be considered in the information security stage to consider the security of information?



Options: 
A- Management

B- Security system

C- business

D- Technology

Answer: 
B

Question 10
Question Type: MultipleChoice

Which of the following is an "information sabotage incident" in the classification of network security incidents?

Options: 
A- Software and hardware failure



B- Information counterfeiting

C- Internet Scanning for plagiarism

D- Listen to Trojan attack

Answer: 
B
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