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Question 1
Question Type: MultipleChoice

Attacks on the Web can be divided into three types of attacks on the client, server, or communication channel.

Options: 
A- True

B- False

Answer: 
A

Question 2
Question Type: MultipleChoice

In the following options, which of the two attacks use similar attack methods, they will generate a large number of useless response

packets, occupying network bandwidth,



Consume equipment resources?

Options: 
A- Fraggle and Smurt

B- Land and Smurf

C- Fraggle and Land
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D- Teardrop and Land35

Answer: 
A

Question 3
Question Type: MultipleChoice

Fage attack means that the original address and target address of TOP are both set to the IP address of a certain victim. This behavior

will cause the victim to report to it.



SYN-ACK message is sent from the address, and this address sends back an ACK message and creates an empty connection, which

causes the system resource board to occupy or target

The host crashed.

Options: 
A- True

B- False

Answer: 
B

Question 4
Question Type: MultipleChoice

Tianyu Nei answered the role of safety filtering technology, which of the following is still correct? (multiple choice)

Options: 



A- File filtering can reduce the risk of malicious code execution and virus infection in the internal network by blocking the transmission of

fixed types of files, and it can also prevent

Prevent employees from leaking company confidential documents to the Internet.

B- Content filtering can prevent the disclosure of confidential information and the transmission of illegal information

C- The application behavior control function can finely control common HTTP behaviors and FTP behaviors.

D- Mail filtering refers to the management and control of mail sending and receiving, including preventing the flooding of spam and

anonymous emails, and controlling the sending and receiving of illegal emails.

Answer: 
A, B, C, D

Question 5
Question Type: MultipleChoice

The administrator has defined two key words that need to be recognized on the firewall: the weight of the keyword x is 2, and the weight

of the key y is 3: defined

The alarm interval value from the content is 5, and the blocking threshold value is 10. If the device detects that there is a secondary key

space x in the webpage created by the user, the two keywords are

Y; Regarding the weight value and monthly household visits to Heshun Street, is the following statement correct?



Options: 
A- The weight value is 8, you can visit the web page

B- The weight value is 10, and the page cannot be accessed

C- The weight value is 8, the page cannot be accessed

D- The weight value is 10, you can ask the web page before

Answer: 
A

Question 6
Question Type: MultipleChoice

Which of the following files can the sandbox detect? (multiple choice)

Options: 



A- www file

B- PE file

C- Picture file

D- Mail

Answer: 
A, B, C

Question 7
Question Type: MultipleChoice

In the big data intelligent security analysis platform, it is necessary to collect data from data sources, and then complete a series of

actions such as data processing, detection and analysis, etc.

do. Which of the following options does not belong to the action that needs to be completed in the data processing part?
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Options: 



A- Data preprocessing

B- Threat determination

C- Distributed storage

D- Distributed index

Answer: 
B

Question 8
Question Type: MultipleChoice

What are the typical technologies of anti-virus engines (multiple choice)

Options: 
A- First package detection technology

B- Heuristic detection technology

C- Decryption technology



D- File reputation detection technology 5

Answer: 
A, B, D

Question 9
Question Type: MultipleChoice

For the basic mode of HTTP Flood source authentication, which of the following options are correct? (multiple choice)

Options: 
A- The basic mode can effectively block the access from the Feng Explor client.

B- The bot tool does not implement a complete HTTP protocol stack and does not support automatic redirection, so the basic mode can

effectively defend against HTTP Flood attacks.

hit.

C- When there is an HTTP proxy server in the network, the firewall will add the IP address of the proxy server to the whitelist, but it will

recognize the basic source of the zombie host.

The certificate is still valid.



D- The basic mode will not affect the user experience, so the defense effect is higher than the enhanced mode.

Answer: 
A, B
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