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Question 1

Question Type: MultipleChoice

Anti DDoS seven-layer defense can work from the dimensions of interface-based defense, global defense and defense object-based
defense.

Options:

A- True

B- False

Answer:

Question 2

Question Type: MultipleChoice

For Huawei USG600 products, which of the following statements about mail filtering configuration is correct?



Options:

A- Cannot control the number of received email attachments
B- When the spam processing action is an alert, the email will be blocked and an alert will be generated
C- You can control the size of the attachment of the received mail

D- Cannot perform keyword filtering on incoming mail

Answer:

C

Question 3

Question Type: MultipleChoice

Regarding HTTP behavior, which of the following statements is wrong?

Options:

A- HTTP POST is generally used to send information to the server through a web page, such as forum posting x form submission,



username | password login.

B- When the file upload operation is allowed, the alarm threshold and blocking threshold can be configured to control the size of the
uploaded file.

C- When the size of the uploaded or downloaded file and the size of the content of the POST operation reach the alarm threshold, the
system will generate log information to prompt the device management
And block behavior.

D- When the uploaded or downloaded file size, POST operation content size reaches the blocking threshold, the system will only block
the uploaded or downloaded file, POST
operate.

Answer:

D

Question 4

Question Type: MultipleChoice

Anti-DDoS defense system includes: management center, detection center and cleaning center.

Options:




A-True
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B- False

Answer:

A

Question 5

Question Type: MultipleChoice

Which of the following options belong to the keyword matching mode? (multiple choice)

Options:

A- Text
B- Regular expressions
C- Community word

D- Custom keywords



Answer:

A B

Question 6

Question Type: MultipleChoice

Regarding the processing process of file overwhelming, which of the following statements is correct?

Options:

A- The file filtering module will compare the application type, file type, and transmission direction of the file identified by the previous
module with the file filtering rules configured by the administrator.
Then the lookup table performs matching from top to bottom.

B- If all the parameters of Wenzhu can match all file filtering rules, then the module will execute the action of this file filtering rule.
C- There are two types of actions: warning and blocking.

D- If the file type is a compressed file, then after the file filtering check, the female file will be sent to the file decompression module for
decompression and decompression.
Press out the original file. If the decompression fails, the file will not be re-filed.



Answer:

Question 7

Question Type: MultipleChoice

Which of the following features does Huawei NIP intrusion prevention equipment support? (multiple choice)

Options:

A- Virtual patch
B- Mail detection
C- SSL traffic detection

D- Application identification and control

Answer:

A CD



Question 8

Question Type: MultipleChoice

The administrator of a certain enterprise wants employees of Yangzhi to visit the shopping website during working hours. So a URL
filtering configuration file is configured to divide the predefined

The shopping website in the category is selected as blocked. But employee A can still use the company's network to shop online during
lunch break. Then what are the following possible reasons

some”?

Options:

A- The administrator has not set the time to vote every day from 9:00 to 18:00
B- The shopping website does not belong to the predefined shopping website category
C- The administrator did not submit the configuration after completing the configuration.

D- The administrator has not applied the URL pass-through configuration file to the security policy.

Answer:

B,C,D



Question 9

Question Type: MultipleChoice

If a company wants to detect image files, Shellcode code files and PDF files, which of the following types of sandboxes can be used?
(More
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select)

Options:

A- PDF heuristic sandbox
ja$
B- PE heuristic sandbox

C- Web heuristic sandbox

D- Heavyweight sandbox (virtual execution)

Answer:

A CD



Question 10

Question Type: MultipleChoice

In order to protect the security of data transmission, more and more websites or companies choose to use SSL to encrypt transmissions
in the stream. About using Huawei NIP6000

The product performs threat detection on (SSL stream boy, which of the following statements is correct?

Options:

A- NIPOOO does not support SSL Threat Detection.
B- The traffic after threat detection is sent directly to the server without encryption
C- NIP can directly crack and detect SSL encryption.

D- After the process of 'decryption’, 'threat detection’, and 'encryption’

Answer:

D

Question 11




Question Type: MultipleChoice

Which of the following protocols can be used to construct attack messages for special control message attacks? (multiple choice)

Options:

A- ICMP protocol
B- UDP protocol
C- CIP protocol

D- FTP protocol

Answer:

A B, C

Question 12

Question Type: MultipleChoice

Regarding the sequence of the mail transmission process, which of the following is correct?



1. The sender PC sends the mail to the designated SMTP Server.

2. The sender SMTP Server encapsulates the mail information in an SMTP message and sends it to the receiver SMTP Server
according to the destination address of the mail

3. The sender SMTP Server encapsulates the mail information in an SMTP message according to the destination address of the mail
and sends it to the receiver POP3/MAP Senver

4. The recipient sends an email.

Options:

A-1->2->3
B- 1->2->4,
C-1->3->2
D- 1->4->3

Answer:

B
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