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Question 1

Question Type: MultipleChoice

Expertise in a team leader should include:

Options:

A- Strong process background

B- Minor technical knowledge

C- Supervisor with at least 2 years experience
D- Ability to work with peers

E- Brief understanding of legal issues

Answer:

Question 2

Question Type: MultipleChoice




Mistakes an expert withess can make are which of the following:

Options:

A- Failure to prepare
B- Lack of expertise
C- Taking it personally
D- All of the above

Answer:

Question 3

Question Type: MultipleChoice

Processes included in the investigative process are?



Options:

A- Identification, Collection, & Authentication
B- Examination, Inspection, & Collection
C- Analysis, Identification, & Authentication

D- Collection, Analysis, & Preservation

Answer:

D

Question 4

Question Type: MultipleChoice

Log files are located:

Options:

A- In the application home directory.



B- On the electronic frontier of a network.
C- In many locations throughout an internetwork.

D- On the syslog server.

Answer:

C

Question 5

Question Type: MultipleChoice

A syslog is a device/system that collects log files from various sources in an internet. Syslogs provide:

Options:

A- Ease of management of logs.
B- Ease of viewing and analysis of logs.
C- A secure method of providing a non-volatile archival mechanism.

D- All of the above.



Answer:

Question 6

Question Type: MultipleChoice

Logs should be kept:

Options:

A- As long as possible.
B- 5 years
C- Offline

D- All of the above.

Answer:

A



Question 7

Question Type: MultipleChoice

Why is an audit conducted by a 3rd party audit team?

Options:

A- They are not conducted by a 3rd party ever.

B- They are less expensive.

C- It provides a separation of duties.

D- 3rd party audits consist of individuals who do not have a vested interest in the case.

E-Cand D

Answer:

Question 8

Question Type: MultipleChoice




Often, an audit is a type of control that is useful in an investigation.

Options:

A- Detective
B- Technical
C- Auditory

D- Proactive

Answer:

Question 9

Question Type: MultipleChoice

An audit the is PRIMARY method of re-creating the cyber-crime.



Options:

A-True

B- False

Answer:

Question 10

Question Type: MultipleChoice

In many cases, the trail of an investigation begins with an audit of:

Options:

A- The financial information of an organization.
B- The logs of systems and applications.

C- The auditing of a professional development course.



D- None of the above.

Answer:
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