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Question 1
Question Type: MultipleChoice

Which of the following is not a way to manage risk?

Response:

Options: 
A) Enveloping

B) Mitigating

C) Accepting

D) Transferring

Answer: 
A

Question 2
Question Type: MultipleChoice



You have been tasked by management to offload processing and validation of incoming encoded data from your application servers and

their associated APIs. Which of the following would be the most appropriate device or software to consider?

Response:

Options: 
A) XML accelerator

B) XML firewall

C) Web application firewall

D) Firewall

Answer: 
A

Question 3
Question Type: MultipleChoice

Penetration testing is a(n) __________ form of security assessment.



Response:

Options: 
A) Active

B) Comprehensive

C) Total

D) Inexpensive

Answer: 
A

Question 4
Question Type: MultipleChoice

All of the following are activities that should be performed when capturing and maintaining an accurate, secure system baseline except

____________.

Response:



Options: 
A) Remove all nonessential programs from the baseline image

B) Exclude the target system you intend to baseline from any scheduled updates/patching used in production systems

C) Include the baseline image in the asset inventory/configuration management database

D) Configure the host OS according to the baseline requirements

Answer: 
C

Question 5
Question Type: MultipleChoice

Which of the following is NOT one of the cloud computing activities, as outlined in ISO/IEC 17789?

Response:

Options: 



A) Cloud service provider

B) Cloud service partner

C) Cloud service administrator

D) Cloud service customer

Answer: 
C

Question 6
Question Type: MultipleChoice

What aspect of data center planning occurs first?

Response:

Options: 
A) Logical design



B) Physical design

C) Audit

D) Policy revision

Answer: 
B

Question 7
Question Type: MultipleChoice

What is the risk to the organization posed by dashboards that display data discovery results?

Response:

Options: 
A) Increased chance of external penetration

B) Flawed management decisions based on massaged displays



C) Higher likelihood of inadvertent disclosure

D) Raised incidence of physical theft

Answer: 
B

Question 8
Question Type: MultipleChoice

Which type of software is most likely to be reviewed by the most personnel, with the most varied perspectives?

Response:

Options: 
A) Database management software

B) Open source software

C) Secure software



D) Proprietary software

Answer: 
B

Question 9
Question Type: MultipleChoice

In the cloud motif, the data processor is usually:

Response:

Options: 
A) The party that assigns access rights

B) The cloud customer

C) The cloud provider

D) The cloud access security broker



Answer: 
C

Question 10
Question Type: MultipleChoice

Which of the following is the correct name for Tier II of the Uptime Institute Data Center Site Infrastructure Tier Standard Topology?

Response:

Options: 
A) Concurrently Maintainable Site Infrastructure

B) Fault-Tolerant Site Infrastructure

C) Basic Site Infrastructure

D) Redundant Site Infrastructure Capacity Components

Answer: 
D



Question 11
Question Type: MultipleChoice

In a cloud environment, encryption should be used for all the following, except:

Response:

Options: 
A) Long-term storage of data

B) Near-term storage of virtualized images

C) Secure sessions/VPN

D) Profile formatting

Answer: 
D
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