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Question 1

Question Type: MultipleChoice

Which of the following is not one of the types of controls?

Response:

Options:

A) Transitional
B) Administrative
C) Technical

D) Physical

Answer:

A

Question 2

Question Type: MultipleChoice




What is the primary security mechanism used to protect SOAP and REST APIs?

Response:

Options:

A) Firewalls

B) XML firewalls
C) Encryption

D) WAFs

Answer:

Question 3

Question Type: MultipleChoice

Which of the following would probably best aid an organization in deciding whether to migrate from a legacy environment to a particular
cloud provider?



Response:

Options:

A) Rate sheets comparing a cloud provider to other cloud providers
B) Cloud provider offers to provide engineering assistance during the migration

C) The cost/benefit measure of closing the organization's relocation site (hot site/warm site) and using the cloud for disaster recovery
instead

D) SLA satisfaction surveys from other (current and past) cloud customers

Answer:

D

Question 4

Question Type: MultipleChoice

Of the following, which is probably the most significant risk in a managed cloud environment?

Response:



Options:

A) DDoS
B) Management plane breach
C) Guest escape

D) Physical attack on the utility service lines

Answer:

B

Question 5

Question Type: MultipleChoice

What is a data custodian responsible for?

Response:

Options:




A) The safe custody, transport, storage of the data, and implementation of business rules
B) Data content, context, and associated business rules
C) Logging and alerts for all data

D) Customer access and alerts for all data

Answer:

A

Question 6

Question Type: MultipleChoice

What is the most secure form of code testing and review?

Response:

Options:

A) Open source



B) Proprietary/internal
C) Neither open source nor proprietary

D) Combination of open source and proprietary

Answer:

D

Question 7

Question Type: MultipleChoice

An audit against the will demonstrate that an organization has adequate security controls to meet its ISO 27001 requirements.

Response:

Options:

A) SAS 70 standard
B) SSAE 16 standard



C) ISO 27002 certification criteria
D) NIST SP 800-53

Answer:

C

Question 8

Question Type: MultipleChoice

You are the security manager of a small firm that has just purchased a DLP solution to implement in your cloud-based production
environment.

Which of these activities should you perform before deploying the tool?

Response:

Options:

A) Survey your company's departments about the data under their control



B) Reconstruct your firewalls
C) Harden all your routers

D) Adjust the hypervisors

Answer:

A

Question 9

Question Type: MultipleChoice

All of the following entitles are required to use FedRAMP-accredited Cloud Service Providers except

Response:

Options:

A) The US post office

B) The Department of Homeland Security



C) Federal Express
D) The CIA

Answer:

C
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